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Abstract

While attorneys, litigants, and judges have always had to be vigilant
for the attempted introduction of improperly enhanced or fabricated
evidence in court proceedings, the rise of Artificial Intelligence (AI) and
its subset, Generative Artificial Intelligence (GAI), has substantially
increased the stakes. The task of identifying and exposing such fake or
improperly enhanced Al evidence has become significantly more
challenging. The current Federal Rules of Evidence and the Federal Rules
of Civil and Criminal Procedure are insufficient to effectively address the
coming advance of Al-generated or Al-enhanced evidence. The rules
must be amended, in certain respects, to provide attorneys, litigants, and
judges with the necessary tools and guardrails to handle issues arising
during pretrial and trial proceedings concerning deepfakes and Al-
generated or Al-enhanced evidence. This includes addressing pretrial
discovery related to such Al evidence, notice requirements when a party
seeks to rely on acknowledged Al-generated or Al-enhanced evidence,
procedures for pretrial challenges to admission of such evidence,
respective burdens of proof, trial procedures, and even jury instructions.
Lawyers and litigants must become adept at discerning and challenging
unacknowledged deepfakes and other improperly Al-generated or Al-
enhanced evidence, while simultaneously learning to effectively utilize
properly acknowledged Al evidence for potentially legitimate purposes.
Judges must carefully take a gatekeeping role when it comes to Al-
generated or enhanced evidence, ensuring that only legitimate, properly
authenticated evidence is admitted. New rules and procedures are needed
to guide judges in dealing with challenges to the admission of Al-
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generated or enhanced evidence during both pretrial and trial
proceedings, and to ensure that jurors are not misled by fraudulent Al
evidence such as deepfakes or by false claims of deepfakes. The rapid
rise of Al and GAI creates unique issues and challenges in our courtrooms
and legal proceedings, requiring the courts to take the necessary steps to
be ready to meet these new challenges.
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INTRODUCTION

The rapid rise and development of Artificial Intelligence (AI)! and its
subset, Generative Artificial Intelligence (GAI),? will have profound and
widespread effects in courtrooms and upon our entire legal system.® The
use of this new technology by attorneys and parties has already created a
plethora of hallucinated, false, and fabricated submissions in filings in
state and federal courts, with judges and parties struggling to deal with
these new issues.* These hallucinations, reflected in motions and other
court filings containing fabricated cases, statutes, and other
misrepresentations, are just the tip of the iceberg and foreshadow of some
of the negative effects that Al evidence will have in our courtrooms and
in legal proceedings. But there is also the potential for positive uses of Al
evidence in the courtroom, so long as such uses are properly
acknowledged and authenticated. This Article addresses the anticipated

1. Al “refers to computer systems and applications that are capable of performing
functions normally associated with human intelligence, such as abstracting, reasoning, problem
solving, learning, etc.” Hon. Xavier Rodriguez, Artificial Intelligence (Al) and the Practice of
Law, 24 SEDONA CONF. J. 783, 788 (2023) (quoting CYNTHIA CWIK, PAUL W. GRIMM, MAURA
GROSSMAN & TOBY WALSH, ARTIFICIAL INTELLIGENCE AND THE COURTS: MATERIAL FOR JUDGES,
ARTIFICIAL INTELLIGENCE, TRUSTWORTHINESS, AND LITIGATION 6 (2022)).

2. “Generative Al is a specific subset of Al used to create new content based on training
on existing data taken from massive data sources in response to a user’s prompt, or to replicate a
style used as input. The prompt and the new content may consist of text, images, audio, or video.”
Id. at 789 (citing Maura Grossman et al., The GPT Judge: Justice in a Generative AI World, 23
DUKE L. & TECH. REv. 1, 9-10 (2023).

3. For ease of reference and purposes of clarity and convenience, the author will refer to
both Al-generated evidence and GAI-generated evidence collectively as Al evidence.

4. See ByoPlanet Int’l, LLC v. Johansson, 792 F. Supp. 3d 1341, 1356-57 (S.D. Fla. 2025)
(“We live in an age when two things are happening simultaneously: (1) institutions central to our
constitutional republic are suffering from a loss of trust and confidence; and (2) technology has
developed to a point that few could scarcely imagine even twenty years ago. At all times, attorneys
must ensure that their conduct, including their use of technology, never contributes to any
diminishment of trust and confidence held by the public for the practice of law and judicial
proceedings. Here, [an attorney] fell far below the standard expected, and because he did so,
numerous parties and court personnel expended substantial resources getting to the bottom of his
Al-fueled hallucinations.”); Versant Funding LLC v. Teras Breakbulk Ocean Navigation Enters.,
LLC, No. 17-CV-81140, 2025 WL 1440351, at *3 (S.D. Fla. May 20, 2025) (“[T]he Court has
inherent authority to sanction the misuse of Al when it affects the Court’s docket, case disposition,
and ruling.”); Mata v. Avianca, Inc., 678 F. Supp. 3d 443, 464 (S.D.N.Y. 2023) (“[An attorney]
violated Rule 11 in not reading a single case cited in his [opposition] and taking no other steps on
his own to check whether any aspect of the assertions of law were warranted by existing law.”);
Damien Charlotin, A/ Hallucination Cases, https://www.damiencharlotin.com/hallucinations/
[https://perma.cc/EA94-69YK] (last visited May 26, 2026). Interestingly, in response to this
epidemic, the Florida Supreme Court very recently amended Florida Rules of General Practice
and Judicial Administration 2.515 to state that a signer of a court filing represents that “the legal
authorities identified exist and are accurately cited.” Rule 2.515(d)(2) also gives the court the
authority to impose sanctions for filings containing hallucinated or inaccurately cited
authorities—another example of how judges may combat this problem.


https://www.damiencharlotin.com/hallucinations/
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use and misuse of Al-generated or enhanced evidence in the courtroom
and legal proceedings.

The author, a longtime judge and former active trial attorney, takes a
practical approach intended to aid lawyers, litigants, and judges who are
contending with evidence generated or enhanced by Al in the courtroom
and legal proceedings. Part I discusses how deepfakes and fabricated Al
evidence have already invaded some courtrooms and legal proceedings,
as well as concerns regarding what the future may hold in this area. Part
IT discusses the fact that not all Al evidence is bad; that is, acknowledged
Al evidence for certain purposes will most certainly have a place in court.
The question is where and how courts decide to draw the line between
admissible and inadmissible Al evidence. The proper role of Al evidence
will depend upon, inter alia, authentication, relevance, provenance,
reliability, and notice. Part III discusses the role of lawyers and litigants
in guarding against the use of deepfakes and other fabricated evidence in
court proceedings. This part also discusses how lawyers and litigants
must seek creative and acceptable ways to utilize Al in the courtroom and
legal proceedings. Part IV discusses the role of judges in addressing
deepfakes and fabricated Al evidence in court and in legal proceedings.
Judges must take an active, careful, gatekeeping role to prevent the unfair
prejudice that can arise from the introduction or mention of fabricated or
improperly enhanced Al evidence. Part V discusses the need for
additional rules and procedures, including a discussion as to why the
recently proposed Federal Rule of Evidence 707 is misguided, because it
seemingly encourages and permits the introduction of Al evidence
without a testifying witness. This part also discusses why new or
amended rules of evidence and criminal and civil procedure are needed
to manage and address Al evidence in the courtroom and in legal
proceedings. Part VI addresses the “deepfake defense” or “liar’s
dividend” and its potential improper effect on jurors. Specifically,
considering the public’s growing knowledge of deepfakes and fabricated
Al evidence reported in the media and elsewhere, procedures must be
implemented to guard against a party’s false or frivolous denial of
legitimate evidence by cavalierly claiming, without any good faith basis
and without any factual or evidentiary support, that the proffered or
admitted evidence is an Al-fabricated deepfake. Part VII concludes with
ten core components or proposals to permit courts and judges to properly
and effectively deal with Al evidence in trials and legal proceedings over
the coming years. A brave new world is upon us when it comes to Al
evidence in our courtrooms and legal proceedings. Attorneys, litigants,
and judges must be ready for this Al onslaught, and to be ready, they must
be properly educated and informed to confront the unique and novel
challenges created by this new technology.



2026] THE COMING USE AND MISUSE OF ARTIFICIAL INTELLIGENCE IN THE COURTROOM 143

I. IT’S ALREADY HERE—DEEPFAKES AND FABRICATED,
UNACKNOWLEDGED Al EVIDENCE HAVE RECENTLY SURFACED IN THE
COURTROOM AND LEGAL PROCEEDINGS

The discussion of deepfakes and unacknowledged’ Al evidence in the
courtroom and legal proceedings is not a hypothetical or abstract issue.
The concern is real and currently confronting various judges, courts, and
legal proceedings.® For example, in Mendones v.Cushman and Wakefield,
Inc.,” a California Superior Court Judge imposed terminating sanctions
against the plaintiffs in a housing dispute after the judge found that the
plaintiffs intentionally submitted fabricated evidence in connection with
their motion for summary judgment. Specifically, the court found that
certain audio exhibits and graphic material were deepfakes or materially
altered.® The court questioned the authenticity of other evidentiary
submissions, such as voicemail messages and video testimony, but stated
that “it does not have the time, funding, or technical expertise to
determine the authenticity of Plaintiffs’ statements or conduct a forensic
analysis of the suspect evidentiary submissions.” The Mendones court
struck the operative complaint and dismissed the case with prejudice.'”
The court stated that the terminating sanction imposed “serves the
appropriately chilling message to litigants appearing before this Court:
Use GenAl in court with great caution.”!! This case is just the tip of the
coming iceberg. While the alleged deepfakes were discovered in this
case, it begs the question as to whether unacknowledged Al evidence and
deepfakes in any other cases have evaded scrutiny and have been
introduced into evidence without knowledge of the opposing party or the
court. As the saying goes, we don’t know what we don’t know. A
sufficient level of technical and legal expertise regarding the use of Al in
legal proceedings on behalf of attorneys, litigants, and judges is vital.

Issues surrounding unacknowledged Al evidence and deepfakes are
beginning to infect legal proceedings, and others are taking notice. As
noted by reporter Jared Perlo, “[w]ith the rise of powerful Al tools, Al-
generated content is increasingly finding its way into courts, and some
judges are worried that hyperrealistic fake evidence will soon flood their

5. For a discussion on the difference between acknowledged and unacknowledged Al
evidence, see Part 111, infra.

6. See Lars Daniel, Deepfakes Are Entering U.S. Courtrooms—Judges Say They re ‘Not
Ready’, FORBES (Dec. 8, 2025), https://forbes.com/sites/larsdaniel/2025/12/08/deepfakes-are-
entering-us-courtrooms-judges-say-theyre-not-ready/ [https://perma.cc/2727-LZ58].

7. No. 23CV028772, 2025 WL 2613764 (Cal. Super. Ct. Sep. 9, 2025).

8. Id. at *3-5.

9. Id. at *5.

10. Id. at *7.
11. Id.
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courtrooms and threaten their fact-finding mission.”!? Court management
consultant Michael Navin writes: “Attorneys are reporting increasing use
of Al-faked evidence in divorce and custody cases—doctored images,
fabricated texts, even audio clips. In one case, a judge discovered a fake
audio recording submitted in a custody dispute and sanctioned the party
who submitted it.”!* Another article reports that, “[a]cross industries and
jurisdictions, synthetic media created by generative artificial intelligence
is disrupting how we identify, interpret and admit evidence. Deepfakes—
convincing, falsified digital content—are increasingly being used not
only for political misinformation and social manipulation but now,
directly in courtrooms.”!*

The issue is not limited to civil cases; criminal cases are also a prime
target. A recent criminal case in Florida involving alleged domestic
violence depicts an apparent, disturbing use of fake Al evidence. The
defendant in the case, Melissa Sims, contended that her boyfriend
“scratched and punched himself and used Al to create a video of her
attacking him.”!> According to further news reports, Ms. Sims was
initially arrested on a domestic violence charge, which she claimed was
supported by the fabricated Al-generated video evidence.!® After her
initial arrest, she was released on bond. But while on bond awaiting trial,
she was arrested a second time for an alleged violation of her bond
conditions—contacting her ex-boyfriend—due to the alleged creation of
fake text messages using a text-generating app.'” Ms. Sims’ claim was
that the alleged victim, with the aid of Al, fabricated fake text messages
to make it appear that she texted the victim, in violation of her bond
conditions, even though she had never done so. The bond violation claim
was eventually dropped in early 2025, and in December 2025, she was

12. Jared Perlo, AI-Generated Evidence is Showing up in Court. Judges Say They're Not
Ready., NBC NEws (Nov. 18, 2025), https.www.nbcnews.com/tech/tech-news/ai-generated-
evidence-deepfake-use-law-judges-object-rcna235976 [https://perma.cc/9RVE-BI3V].

13. Michael Navin, Al-Generated Evidence in the Courts: Are We Ready for What's
Coming?, LINKEDIN (July 14, 2025), https://www.linkedin.com/pulse/ai-generated-evidence-
courts-we-ready-whats-coming-michael-navin-uog2c/ [https://perma.cc/U87J-XQXH].

14. Complex Discovery Staff, Courts at the Crossroads: Confronting Al-Generated
Evidence in the Age of Deepfakes, COMPLEX DISCOVERY (May 29, 2025),
https://complexdiscovery.com/courts-at-the-crossroads-confronting-ai-generated-evidence-in-
the-age-of-deepfakes/ [https://perma.cc/3PKC-7Z24].

15. Aisling Swift, Battery or Fake Charges? Woman Seeks New Law to Prevent Arrests
Based on  Artificial  Intelligence, THE NAPLES PRrREss (Nov. 20, 2025),
https://www.naplespress.com/local-news/battery-or-fake-charges-woman-seeks-new-law-to-
prevent/article 01017a99-3a7a-44d6-834-325e99bd2211.html [https://perma.cc/PA3M-A34C].

16. Jensen Bird, Innocent Woman Thrown into Hellhole Florida Jail After Twisted Ex-
Boyfriend Used Al to Send Himself Fake Texts, DAILY MAIL (Jan. 11, 2026),
https://www.dailymail.co.uk/news/article-15449079/florida-woman-jail-ai-text-messages.html
[https://perma.cc/T65X-DXLQ].

17. Id.
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acquitted of the domestic violence battery charge.'® Yet, serious and
important questions remain as to whether evidence fabricated or
improperly enhanced by Al could, or will, send an innocent person to
prison—an entirely legitimate concern.!” In fact, it has been reported that
in a recent federal criminal case in the Western District of Texas, a
confidential informant allegedly provided fake audiovisual evidence to
the prosecution which led to the indictment of an innocent person.?’ The
fake evidence apparently went undetected by the prosecution and the
defense and was not discovered until the confidential informant entered
a guilty plea in his case.?! While the federal prosecutors in that case
reportedly dismissed the case against the innocent person after learning
of the confidential informant’s alleged fabrication of the audiovisual
evidence, the fact remains that an innocent person had to suffer an
indictment and prosecution before the fraud was uncovered.?? Frankly, if
this happened in a federal criminal case, it can happen in any case. A truly
scary thought!

Moreover, parties often seek to introduce evidence through expert
witness affidavits and testimony, which can include Al generated
materials. In Kohls v. Ellison,”® the court was faced with an expert®*
declaration that allegedly contained Al-generated references to non-
existent academic articles.? The court did not fault the expert for simply
using Al, but warned that “when attorneys and experts abdicate their
independent judgment and critical thinking skills in favor of ready-made,
Al-generated answers, the quality of our legal profession and the Court’s
decisional process suffer.”?® I could not put it better. Moreover, the court
suggested that “an ‘inquiry reasonable under the circumstances,” Fed. R.
Civ. P. 11(b), may now require attorneys to ask their witnesses whether
they have used Al in drafting their declarations and what they have done

18. Id.

19. See Katie LaGrone, AI-Generated Fake Evidence Is Landing People in Jail as Courts
Struggle  with  New  Technology, TAMPA BAy 28 ABC (Jan. 21, 2026),
https://www.tampabay28.com/news/local-news/i-team-investigates/ai-generated-fake-evidence-
is-landing-people-in-jail-as-courts-struggle-with-new-technology [https://perma.cc/PF7K-
3VMY].

20. Lars Daniel, Federal Prosecutors Indicted an Innocent Person on a Deepfake, FORBES
(May 14, 2026), https://www.forbes.com/sites/larsdaniel/2026/05/14/federal-prosecutors-
indicted-an-innocent-person-on-a-deepfake/ [https://perma.cc/PB7L-RIPW].

21. Id.

22. Id. (“Until the federal rules adopt a written threshold, the deepfakes that land hardest in
federal court may keep being the ones nobody objected to.”).

23. No. 24-CV-3754 (LMP/DLM), 2025 WL 66514 (D. Minn. Jan. 10, 2025).

24. The expert was a Stanford University professor and, ironically, a “credentialed expert
on the dangers of Al and misinformation][.]” /d. at *3.

25. Id. at *1.

26. Id. at *4.
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to verify any Al-generated content.”?’ In Kohls, the expert’s declaration
was ultimately excluded as the fake citations undermined the expert’s
“competence and credibility.”®® In light of the growing use of Al,
opposing parties and judges must be sensitive to the fact that an affidavit,
which a party seeks to introduce into evidence, may include false facts,
data, and citations. Lawyers should take note of this wise cautionary tale.

While unacknowledged Al evidence like deepfakes receive the most
attention, courts and litigants will also have to deal with acknowledged
Al evidence as well. This occurs where a party offers Al evidence with
full disclosure to the court and opposing parties that the evidence was
enhanced or created with AL?° Different and novel circumstances arise
when Al-enhanced evidence is acknowledged.’® In Washington v.
Puloka,’" the court confronted the issue of whether to admit video
exhibits that were openly enhanced by Al In advance of a criminal trial,
a defense expert used Al to enhance seven video exhibits.*? During trial,
the defense intended to submit at least one Al-enhanced Snapchat video
recording.®® After hearing from competing prosecution and defense
experts, the court found that the Al-enhanced video failed to meet the
Frye standard because Al program tools used to enhance the video “have
not been peer-reviewed by the forensic video analysis community” and
are “not reproducible by that community, and are not accepted generally
in that community.”** Further, the defense did not offer any other case
which “examined—Iet alone approved of—the introduction of Al-
enhanced videos in a criminal or civil trial.”** Lastly, the court concluded
that the Al-enhanced video was not admissible under Washington
evidence rules.’® Ultimately, the court excluded the Al-enhanced
evidence.’” These types of admissibility issues surrounding
acknowledged Al evidence will arise with regularity in courts and legal

27. Id.

28. Id. at *5.

29. An excellent law review article discussing the important distinction between
acknowledged and unacknowledged evidence is Maura R. Grossman & Hon. Paul W. Grimm,
Judicial Approaches to Acknowledged and Unacknowledged Al-Generated Evidence, 26
COLUMBIA ScI. & TECH. L. REv. 110 (2025), which appears later in footnote 54. This astute and
informative article is highly recommended to the reader.

30. See infra Part III, for a discussion on the difference between acknowledged and
unacknowledged Al evidence.

31. No. 21-1-04851-2 KNT, Findings of Fact & Conclusions of Law Re: Frye Hearing on
Admissibility of Videos Enhanced by Artificial Intelligence (Wash. Super. Ct. Mar. 29, 2024).

32. Id. at292.

33. 1d. 293.

34. Id at5910.

35. Id at5911.

36. Id. at6 9y 13-15.

37. Id. at 69 18.
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proceedings. Lawyers, litigants, and judges must be ready, willing, and
able to effectively deal with these novel issues.

All of this leads to the inescapable conclusion that lawyers, litigants,
and judges must be on alert for the possible presentation of
unacknowledged and fabricated Al evidence in court and legal
proceedings. Although we are not aware of a deluge of such cases in our
courts at this time, the growing popularity and ease of use of Al programs,
combined with the high stakes of criminal and civil litigation, strongly
suggest that a wave of such fabricated evidence is soon coming to a court
near you.

II. NOoT ALL AI-GENERATED OR ENHANCED EVIDENCE IS BAD—THERE
IS A PLACE FOR ACKNOWLEDGED AI-GENERATED OR PROPERLY
ENHANCED EVIDENCE IN LEGAL PROCEEDINGS

Before proceeding further, it is important to understand that there will
undoubtedly be several legitimate uses of Al evidence or documents in
court proceedings. While this new technology brings many serious
potential dangers, as discussed in the preceding section and elsewhere in
this Article, it also creates an opportunity for the creative, legitimate, and
ethical use of Al evidence. Al creates the opportunity to improve justice
and assist the fact-finding process. In fact, prominent commentators in
the Al space have raised the question as to whether attorneys failing to
use Al could be committing legal malpractice.*® For example, it was
reported that U.S. District Judge Jesse Furman, during a New York State
Bar Association panel discussion on artificial intelligence, stated that he
“heard somebody say employers are risking malpractice by relying too
much on AL” Judge Furman reportedly continued, “I think there may
come a point where it’s the opposite—where you’re committing
malpractice if you don’t incorporate Al into your practice.”*® Claims for
awards of attorneys’ fees could certainly be opposed by arguments that
the attorneys overbilled attorney time for matters that could have been
done in far less time by Al applications. According to Judge Furman,
“fees for ‘thousands of hours’ could be contested by someone arguing
they are ‘unreasonable, because all these tasks that were done by a lawyer
could have been done in 30 seconds by an Al tool.””*

38. Mike Vilensky, NY Federal Judge Questions if Avoiding Al Could Be Malpractice,
BLOOMBERG LAW (Jan. 13, 2026), https://news.bloomberglaw.com/new-york-brief/ny-federal-
judge-questions-if-avoiding-ai-could-be-malpractice [https://perma.cc/SDRZ-CLZQ)].

39. Id

40. Id.
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A state court judge has also reflected that Al can assist courts in
boosting access to justice.*' According to Judge Samuel A. Thumma, “I
look forward to seeing how courts use generative Al to enhance access to
justice in the future, and am optimistic in those endeavors.”** Certainly,
if used properly, Al has the potential to assist pro se parties who are
unable to afford legal representation. But the issue of pro se parties using
Al during litigation is a double-edged sword. On one hand, the use of Al
by pro se litigants, if used properly and if vetted and verified, could
potentially assist such parties in presenting their complaints and
arguments in a clear and concise manner. But the use of Al by pro se
parties who do not check and verify their Al output, as unfortunately is
often the case, will lead to serious problems, including the submission of
false or inaccurate law, citations and statutes.

As an initial matter, of course, there must be clear and effective
guardrails and rules that permit courts to competently and properly admit
or exclude Al evidence. Looking at the issue globally, the first
prerequisite to the proffer, use, or admission of any such evidence is that
it must be acknowledged as Al That is, no surreptitious or undisclosed
use. Second, there must be a pretrial notice requirement. The party
offering evidence created or enhanced by Al must promptly and fully
notify all opposing parties and the court of the party’s intent to introduce
such evidence. Advance pretrial notice, at an early stage of the litigation,
will allow opposing parties and counsel to properly investigate the
evidence’s origin, authenticity, provenance, reliability, and other issues
of concern.

Moreover, as discussed in Part V, discovery must be allowed into the
processes and programs that created or enhanced the Al evidence. It is
important that parties be permitted to fully investigate and discover the
method, process, provenance, authentication, and other factors that
created the Al evidence. Early notice and full discovery will permit
timely challenges to any proffered Al or GAI evidence so that the court
can rule in a careful and reasoned manner. As discussed in Part V, certain
rules of evidence and procedure will need to be amended, revised, or
created to specifically address proffered Al evidence.

So then, what potentially legitimate purposes might there be for Al
evidence in our courts? A few come to mind.

First, in a non-evidentiary capacity, parties could use Al to create
illustrative aids under Federal Rule of Evidence 107. Although not
admissible as evidence and not sent back to the jury room during
deliberations, illustrative aids can be used to help jurors understand

41. Judge Samuel A. Thumma, Judges on AI: How Courts Can Boost Access to Justice,
LAW360 (Jan. 12, 2026), https://www.law360.com/articles/2428128/judges-on-ai-how-courts-
can-boost-access-to-justice [https://perma.cc/9CT8-RBMA].

42. Id
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arguments or evidence. Under Rule 107(a), “[t]he court may allow a party
to present an illustrative aid to help the trier of fact understand the
evidence or argument if the aid’s utility in assisting comprehension is not
substantially outweighed by the danger of unfair prejudice, confusing the
issues, misleading the jury, undue delay, or wasting time.” According to
some commentators, “Rule 107 should allow for Al-created trial graphics
and other illustrative aids to be used in courtroom presentations. But
attorneys should be familiar with the limitations of the content and use of
such graphics and aids, particularly as courts continue to grapple with the
intersection of new Rule 107 and Al-generated graphics.”* There most
certainly is a place for Al-created illustrative aids in court proceedings,
so long as they comply with Rule 107. The nature and types of such charts
remain to be seen. Of course, judges will have to determine whether to
allow such potentially legitimate Al creations.

Second, in an evidentiary capacity, the myriad uses of Al are only
limited by a lawyer’s or party’s imagination, subject to applicable rules
and court decisions. As discussed in a well-written and instructive law
review article, Al may be used to discover, aggregate, and summarize
evidence and data, create charts and timelines, produce and display
forensic evidence, produce forensic sketches, create or enhance evidence
such as photos, videos, and audios, and create simulations.** Potential
attempted uses of Al evidence are, quite frankly, limitless. Lawyers and
parties will undoubtedly attempt to use Al in the courtroom for a myriad
of purposes. Predicting all the ways in which they will attempt to harness
this technology for courtroom use is simply impossible.

Additionally, in a recent Federal Judicial Center publication, it was
noted that litigants might seek to introduce “Al-derived evidence in a
variety of tort law contexts, both as proof of probability and causation
and as the underlying source of tort, as in cases alleging medical
malpractice and involving Al-operated vehicle accidents.”® That same
article discussed the potential use or analysis of Al-derived evidence in
First Amendment cases, Fourth Amendment cases, and Fifth and
Fourteenth Amendment cases.*® As noted in the publication, issues which
will arise include, but are not limited to, the effect of surveillance on First

43. Diana Sterk & Sarah Prather, Al Enters the Courtroom with New Rule Governing
Illustrative Aids, BLOOMBERG LAw (July 23, 2025), https://news.bloomberglaw.com/us-law-
week/ai-enters-the-courtroom-with-new-rule-governing-illustrative-aids [https:/perma.cc/22Q7-
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44. Neal Feigenson & Brian Carney, Generative AI as Courtroom Evidence: A Practical
Guide, 52 MITCHELL HAMLINE L. REV. 1, 28-65 (2025).

45. James E. Baker, Laurie N. Hobart & Matthew Mittelsteadt, An Introduction to Artificial
Intelligence for Federal Judges, FeD. Jup. CtR., at 59 (Feb. 13, 2023),
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Amendment freedoms, law enforcement use of Al-enabled technology
including the use of such technology to obtain search warrants and arrest
warrants, liability for Al products, Al empowered contracts, criminal risk
assessments, government watch lists, and intellectual property rights to
AL*" The impact will affect not only civil litigation but also criminal
litigation. Ultimately, judges will be called upon to decide the
admissibility of such Al evidence in court proceedings—no easy task.

Recent examples of acknowledged Al use and attempted use in court
proceedings are informative. To illustrate, in a recent Arizona criminal
case, a defendant was convicted of the road rage killing of Christopher
Pelkey. During the sentencing hearing, although Mr. Pelkey was
deceased, an Al-generated video of him was offered as a victim impact
statement. According to news reports, the victim’s family “used voice
recordings, videos and pictures of Mr. Pelkey . . . to recreate him in a
video using AL*® The Al-generated video was admitted at the sentencing
hearing over defense objection. The Al video appears to have had an
impact on the sentencing judge, as he was quoted in the press as saying:
“I loved that Al thank you for that. As angry as you are, as justifiably
angry as the family is, I heard the forgiveness . . . I feel that that was
genuine.”* Per a legal commentator, “[t]he video gave the impression
that Pelkey himself had authored and delivered the statement. The
defense attorney reportedly questioned whether the court placed undue
reliance on the deepfake, and an appeal was filed citing potential judicial
bias introduced by the emotionally resonant (but synthetic) testimony.”°
The defendant was sentenced to ten years and six months in prison on the
manslaughter charge, and an appeal is pending.’! Although the Al-
generated video was admitted at the sentencing hearing in this particular
criminal case, the issue is certainly controversial, and other courts may
take a completely different view regarding the admissibility of such
evidence.

Al animation or virtual reality in our courtrooms and legal
proceedings is also already here, and more fulsome efforts to use it are
likely on the horizon. For example, in the pending Florida criminal case,
State v. Rodriguez Albisu,>* the court was confronted with the issue of
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whether acknowledged forensic animation and virtual reality evidence
should be admitted in support of the defendant’s self-defense “stand your
ground” claim. Facing nine counts of aggravated assault with a deadly
weapon, the defendant argued that he brandished the firearm in self-
defense. In an effort to support his defense, the defendant filed a Motion
to Allow Forensic Animation, which included a demonstrative aid at the
Stand Your Ground hearing, and a forensic computer animation
demonstrative exhibit at trial, to illustrate the material witnesses’
testimony and expert opinion “as to psychological and physiological
responses at particular relevant moments in time, and of how the incident
occurred.” At the pretrial Stand Your Ground hearing, the trial court
judge “donned Oculus headsets to watch a 3D recreation” of the events
leading up to the time that the Defendant pulled out a gun.>* While the
court allowed the demonstrative aid at the pretrial hearing, it
subsequently entered its Order Denying Defendant’s Motion to Allow
Forensic Examination.> Thus, the court ruled that it could not be used at
trial. The court also denied the Defendant’s Stand Your Ground Motion
to Dismiss,’® and the case is still pending trial. Potential appeals from this
case could help to define the use of Al animation and virtual reality in
Florida state courts.

As the above discussion shows, there will be permissible uses of Al-
generated evidence in the courtroom. The question becomes how well
attorneys and litigants will adapt, utilize, and confront such evidence, and
how courts will determine the admissibility issues surrounding such
evidence.

III. THE ROLE OF LAWYERS AND LITIGANTS IN GUARDING AGAINST
DEEPFAKES AND FABRICATED Al EVIDENCE IN LEGAL PROCEEDINGS

Whether for better or worse, Al evidence, enhancements, information,
and illustrative aids will become part and parcel of civil and criminal
litigation over the coming years, and lawyers and litigants must
understand their new role.

An insightful and enlightening law review article discusses the
important distinction between acknowledged and unacknowledged Al
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evidence.’” Acknowledged Al evidence refers to situations where all the
parties agree that the evidence or content was created, enhanced, or
processed using A3 Acknowledged Al evidence can include charts,
timelines, enhanced audios or videos, forensic animations, virtual reality,
and numerous other types of evidence. On the other hand,
unacknowledged Al evidence involves efforts by attorneys and parties to
surreptitiously (or perhaps unknowingly) introduce content which has
been created, enhanced, or manipulated by Al without any disclosure to
opposing parties or the court.”® This evidence can include deepfakes,
fabricated or altered audio or video recordings, phony documents, altered
photographs, and numerous other types of Al evidence.

Lawyers and litigants must become sufficiently knowledgeable to
both offer or oppose acknowledged Al evidence, while simultaneously
being able to detect and challenge unacknowledged AI evidence. Al
evidence, both acknowledged and unacknowledged, will arise in all types
of local, state, and federal civil and criminal cases. As one attorney has
observed, “the unique characteristics of AI demand a more sophisticated
and cautious legal approach . . . [and] the need for legal professionals to
be not just legal experts, but also technologically savvy, or at least
capable of effectively collaborating with technical experts.”®® A good
piece of advice is that “[IJawyers must double-check every citation,
scrutinize every piece of digital evidence, and adopt a healthy skepticism
about any content that appears too perfect to be real.”®!

Lawyers must attend training, CLEs, and other educational programs
that will properly prepare them for dealing with Al evidence in legal
proceedings. Technical proficiency, or at least access to and consultation
with an Al expert with the necessary technological proficiency, is now
required for competent counsel.

A recent California state court appellate case raises the issue as to
whether lawyers have an ethical or legal responsibility to detect and
report fabricated Al pleadings. In Noland v. Land of the Free, L.P,%* the
plaintiffs’ counsel allegedly used Al in preparing a legal brief, but
unfortunately for counsel, most of the case citations were inaccurate or
fabrications. The appellate court found these hallucinated case citations
on its own without notification from opposing counsel. Subsequently,
when opposing counsel sought an award of legal fees, the request was
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denied due to opposing counsel’s apparent failure to notice the
hallucinations and report them to the court. Opposing counsel did not
alert the court to the fabricated citations, “and appeared to have become
aware of the issue only when the court issued its order to show cause” to
the plaintiffs’ counsel.®* This asserted lack of diligence led to the court’s
denial of the opposing party’s request for attorneys’ fees. In light of this
case, as stated by one legal commentator:

[[J]awyers must adopt a higher level of skepticism and
diligence in response to growing dependence on Al
Recognizing proactive detection as a critical risk
management and litigation recovery strategy is essential, as
mandated by the Rules of Professional Conduct and
supported by developing case law. Proactive detection goes
beyond a mere courtesy to the court; it is fundamental to
guaranteeing accountability and safeguarding client interests
from an opponent’s ethical or technological failures.®

While the Noland case arose in the context of hallucinated case
citations in an appellate brief, the lesson learned is applicable to a
lawyer’s duty when it comes to faulty or fraudulent Al evidence and
deepfakes. Lawyers must be sufficiently knowledgeable of the uses and
misuses of Al if they are to fulfill their ethical and legal duties to their
clients and to the court.

IV. THE ROLE OF THE JUDGE IN SERVING AS A CAREFUL GATEKEEPER
WHEN IT COMES TO THE ATTEMPTED INTRODUCTION OF AI-GENERATED
OR ENHANCED EVIDENCE IN LEGAL PROCEEDINGS

Although Al use in court is still in a relatively early stage, judges will
continue to be confronted, on an escalating basis, with efforts by
attorneys and litigants to introduce both acknowledged and
unacknowledged Al evidence in court and legal proceedings. Judges must
be prepared to deal with these efforts. The first key is education of the
judiciary at both the state and federal levels. Seminars and training
programs geared exclusively to teaching judges how to deal with Al
evidence in the courtroom are paramount. While lawyers are slowly
adapting and learning how to effectively use Al in the courtroom, judges
must be ready to rule and intelligently distinguish the probative and
admissible Al evidence from the Al junk and deepfakes.

63. Id. at915.
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As stated by the Federal Judicial Center, “[jJudges must understand
how Al works, its applications, its implications for the fact-finding
process, and its risks.”® This is no easy task, as Al is complicated and
confusing to many. Training judges is important, and it must emphasize
the potential use and misuse of Al evidence.

When Al meets the courtroom, judges must be ready to meet the rigors
of the roles they will be called upon to play. According to the Federal
Judicial Center, judges will play at least four roles when it comes to Al
in the courtroom.®

First, they will serve as evidentiary gatekeepers, applying the
Federal Rules of Evidence (or state equivalents) to proffers
of testimonial and documentary evidence, including and
perhaps especially Rules 401, 402, and 403. Second, judges
will serve as guardians of the law, specifically values
embedded in the Bill of Rights as well as statutes and rules
of procedure and evidence. Third, judges may serve as
potential Al consumers who need to decide whether to
receive or rely on Al-generated outputs to inform bail,
probation, and sentencing decisions. Fourth, judges will
serve as communicators, translating the sometimes-complex
inputs behind Al into plain-language instructions for jurors
and case law precedent for lawyers.%’

That is a lot to put on the plate of a busy trial judge.

Arguably, the most prominent and important role that judges will play
is that of the careful and cautious gatekeeper, ensuring that only properly
authenticated and accurate evidence is presented in the courtroom. With
the rise of Al-generated audio files, videos, documents, and deepfakes,
this 1s no easy task. As discussed in the next section, the rules must be
revised to provide judges with the necessary tools to perform this difficult
task.

V. THE FEDERAL RULES OF EVIDENCE AND CIVIL AND CRIMINAL
PROCEDURE NEED TO BE AMENDED TO DEAL WITH ACKNOWLEDGED AND
UNACKNOWLEDGED Al EVIDENCE IN LEGAL PROCEEDINGS

The current Federal Rules of Evidence, Federal Rules of Civil
Procedure, and Federal Rules of Criminal Procedure need to be amended
to provide judges with the proper guidance for making the difficult
admissibility decisions surrounding Al-generated or enhanced evidence.
Current rules are inadequate. The current rules do not provide judges the
necessary specific guidance to effectively deal with proffers or attempted

65. Baker, Hobart & Mittelsteadt, supra note 45, at 6.
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admission of Al evidence in legal proceedings. Current rules must be
amended, or new rules must be enacted, to meet the challenge of Al
evidence in our courtrooms and legal proceedings.

First, there must be a rule that specifically mandates early pretrial
notice from any party or attorney who intends to introduce Al-generated
or Al-enhanced evidence. No such notice requirement directed to Al
evidence of Al-enhanced evidence currently exists in our rules. Such a
requirement is necessary. Currently, an attorney or party seeking to rely
upon an audio recording in litigation could only disclose the audio
recording without disclosing that it was created or enhanced with Al. This
is a serious problem. Therefore, new or amended rules of civil and
criminal procedure are required, mandating that all parties and counsel
file a prompt pretrial “Notice of Intent to Use” Al-generated or enhanced
evidence in a court proceeding. This notice should be required to be filed
early in the litigation so that discovery and any necessary motion practice
can be directed to the Al-generated or enhanced evidence.

In the civil context, the notice should be filed by all parties
contemporaneously with, or as part of, the Initial Disclosures mandated
by Federal Rule of Civil Procedure 26(a)(1). Rule 26(a)(1) should be
amended to require parties and counsel to explicitly disclose any evidence
or materials they intend to rely upon that were created or enhanced by Al
There should also be a continuing obligation to disclose Al evidence if it
arises after the initial disclosures are served. In the criminal context, the
notice should be required to be filed contemporaneously with, or as part
of, the Federal Rule of Criminal Procedure Rule 16 discovery responses
of the prosecution and defense. There should also be a continuing
obligation to disclose Al evidence in the criminal context.

The Notice, whether filed in a civil or criminal case, should
specifically state the type of Al evidence at issue, the name of the person
or persons who created or enhanced the Al evidence, a short statement
regarding the authenticity of the Al evidence, and the name of the witness
or witnesses through whom the party will seek introduction of the Al
evidence. Failure to comply with the notice requirement should result in
exclusion of any Al-generated or enhanced evidence sought to be
admitted by the offending party.

Second, the Federal Rules of Evidence must be amended to allow
judges to effectively deal with proffers of Al-generated and enhanced
evidence, as well as the challenges to the admission of such evidence. As
it now stands, there is no rule that directly and clearly explains how the
court should address these issues. When faced with challenges to such
evidence, judges have no clear guidance on where the guardrails should
be placed. How are judges supposed to determine reliability, authenticity,
provenance, and other issues relating to evidence created or enhanced by
AI? Which party has the burden of proof, and what precisely is that
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burden of proof? Does the proffering party have a burden to show that
the Al evidence is reliable and authentic? Does the party opposing
admission have the burden to show otherwise, or is there a shifting
burden?

One pending effort to regulate Al or machine-generated evidence is
that from the Advisory Committee on Evidence Rules to the Committee
on Rules and Procedure of the Judicial Conference of the United States.
This came about due to concerns about “whether the existing Evidence
Rules are sufficient to assure that evidence created by artificial
intelligence . . . will be properly regulated for reliability and
authenticity.”®® The proposal was previously released for public comment
as proposed Federal Rule of Evidence 707, which states as follows:

When machine-generated evidence is offered without an
expert witness and would be subject to Rule 702 if testified
to by a witness, the court may admit the evidence only if it
satisfies the requirements of Rule 702(a)—(d). This rule does
not apply to the output of simple scientific instruments.

The above proposal was published for public comment because “the
Committee has determined that a new rule of evidence may be
appropriate to regulate the admissibility of machine evidence that is
introduced without the testimony of any expert.”® The proposed rule is
intended to apply to only those situations where Al evidence or machine
learning is sought to be introduced without the testimony of any expert.”
The Committee describes some examples of evidence intended to be
covered by new Rule 707 as including “machine output analyzing stock
trading patterns to establish causation; analysis of digital data to
determine whether two works are substantially similar in copyright
litigation; and machine learning that assesses the complexity of software
programs to determine the likelihood that code was misappropriated.””!
The Committee suggests that “it is possible that the machine output may
be offered through a lay witness, or directly with a certification of
authenticity under Rule 902(13),” and that in such a situation “a showing
of reliability must be made akin to that required under Rule 702.”7>

The fundamental problem with the above proposal is that it would
authorize, and more importantly, encourage, attorneys and litigants to
seek to introduce Al evidence without any witness whatsoever, expert or
otherwise. This could be seen as an effort to sidestep the expert disclosure
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rules or to preclude cross-examination—a dangerous road to go down.
This is not prudent or wise.

How, under this proposed rule, does opposing counsel cross-examine
Al evidence without a testifying witness? When it comes to Al evidence,
the adage of “garbage in, garbage out” is applicable. There is simply too
much opportunity for abuse to permit attorneys or litigants to introduce
Al evidence or machine learning without an appropriate testifying
witness. There is no way to cross-examine Al evidence that is introduced
without an appropriate testifying witness, and this fact alone should cause
great concern over the potential negative and unfairly prejudicial impact
of this proposed rule on our legal system. Jurors may place too much
emphasis or weight on Al evidence admitted without the rigors of cross-
examination of a testifying witness. Ultimately, the potential for misuse
is great. I believe that proposed Rule 707, while well-intentioned, is
misguided and should not be enacted in its present proposed form.

Rather, I suggest a clear and concise brightline rule that prohibits the
introduction of Al evidence without an appropriate testifying witness,
unless all the parties stipulate and agree to its admission without a
testifying witness. Whether the testifying witness will need to be an
expert witness, or merely a lay witness with sufficient knowledge, will
depend upon the facts of each case. In such a scenario, the existing Rules
701-705 will govern. And with a testifying witness, discovery, pretrial
rulings, and vigorous cross-examination will ferret out the wheat from
the chaff, or the legitimate Al evidence from the deepfakes.

Fundamentally, our legal system is headed in the wrong direction with
a proposed rule that encourages and permits Al evidence or machine
learning without any witness whatsoever. The downsides to proposed
Rule 707, including the possibilities of abuse and misuse, are endless,
while the upsides are marginal. Likely recognizing this, the Committee
also stated that the public should not interpret the Committee’s
recommendation for Rule 707 to be open for public comment as an
endorsement of the proposed rule.”® The cautionary comment speaks
volumes.

There is also a clear need to revise Federal Rule of Evidence 901,
“Authenticating or Identifying Evidence,” to specifically deal with Al
evidence and deepfakes. The current Rule 901 merely requires “evidence
sufficient to support a finding that the item is what the proponent claims
itis,” a very flexible standard that has worked well up until the advent of
Al and deepfakes. Rule 901 is wholly unhelpful to judges who must now
deal with AI, which may look and appear real but may nonetheless be a
clever deepfake. Rule 901 was enacted at a time when Al and deepfakes
were not even a thought in the drafters’ minds. Current Rule 901 is simply

73. Id.
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not up to the task of providing judges with the guidance necessary to
determine whether to admit or exclude Al evidence. Rule 901 also risks
the admission of deepfake evidence, resulting in potential injustice, on
too low of an evidentiary standard. The issue of authentication of a
handwritten letter, for example, is much simpler than the issue of
authentication of Al evidence. As noted by one legal commentator in an
astute opinion piece:

Rule 901 was conceived in an era where forgery was
typically crude, detectable, and difficult to scale. Its
illustrative examples—testimony based on personal
knowledge, distinctive characteristics, chain of custody—
presume authenticity can be assessed through human
perception and circumstantial context.

Generative Al dismantles this logic. Modern models
produce videos of individuals saying things they never
uttered, audio clips indistinguishable from real recordings,
and documents that mimic unique writing styles—often
complete with consistent metadata and artifacts that evade
casual scrutiny. In this context, a witness’ assurance that
evidence “looks real” offers scant probative value.”

Al evidence is not your grandparents’ evidence. It is different in type,
kind, and detectability. Al evidence can look very real but be fake, and
deepfakes can be hard for most people to detect.”

Current Rule 901(b)(9), dealing with evidence about a process or
system, is inadequate as the burden on the proponent—“evidence
sufficient to support a finding that the item is what the proponent claims
it is”—is too low to guard against deepfakes and other types of fraudulent
or manipulated Al evidence. The burden shifting suggestions, described
below and elsewhere in this Article, should be written into Rule 901, or
into an entirely new rule, to address attempted admission of Al evidence.

Thus, what would an amended Rule 901, specifically addressing Al,
look like in combination with other rules?

First, as discussed previously, there needs to be an early pretrial notice
requirement in either Rule 901 or in another appropriate rule of procedure
in both civil and criminal cases. No sandbagging or unjustified last-
minute efforts to introduce Al-generated or enhanced evidence should be
permitted. An early and fulsome pretrial notice requirement is
fundamental.
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Second, discovery into, inter alia, authenticity and reliability—
including what has aptly been described as “Provenance: Who created the
evidence and using what tools/models? Process: What data trained the
system? What safeguards were in place? Verification: What independent,
technical verification exists (metadata, hash values, audit logs)?”7°—
must be permitted. Without such fulsome discovery into proffered Al
evidence, attorneys and litigants opposing the introduction of deepfake
evidence or improper Al evidence will face an unfair, uphill, and
herculean task in seeking to prevent its admission.

Third, the respective burdens of proof must be clearly stated and
delineated in the rules. I would respectfully suggest a burden-shifting
structure, that is, after being provided with timely notice, an attorney or
litigant opposing the introduction of Al evidence in a legal proceeding
must first meet a burden of proof, akin to either reasonable suspicion or
probable cause, that the Al evidence is a deepfake, fraudulent, inaccurate,
or otherwise inadmissible. This will likely require expert or direct
testimony that the proposed Al evidence is fraudulent, manipulated, or a
deepfake. Such a burden on the party opposing introduction will
hopefully prevent cavalier and frivolous boilerplate challenges to
legitimate, authenticated, and accurate Al evidence. That is, a party or
counsel opposing the introduction of Al evidence should not be permitted
to make blanket, unsupported, meritless, boilerplate, and cavalier
assertions challenging that the evidence is fraudulent, manipulated, or a
deepfake without some sufficient level of support. And this level of
support should be clearly delineated in our rules.

Next, the proponent of the Al evidence, when faced with a sufficient
challenge, will have to meet a burden akin to a preponderance of the
evidence standard to allow introduction of the Al evidence in a legal
proceeding. Such a significant burden would require the proponent of Al
evidence to go beyond the relatively low burden of plausibility, currently
permitted by Rule 901, and will hopefully prevent the admission of false
Al evidence in legal proceedings. Again, this will likely require expert or
eyewitness testimony to allow the proponent to meet their burden.

Finally, if the case reaches the trial stage and the Al evidence is
admitted, vigorous cross-examination and appropriate jury instructions
will allow jurors to properly evaluate such evidence and reach a fair and
just verdict. Certainly, cross-examination is key. Cross-examination will
allow the opposing party to effectively address the Al evidence during
the crucible of trial. And clear and concise jury instructions will allow
jurors to follow the law when determining what weight, if any, to give
the admitted Al evidence.

76. Kang, supra note 74.
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These suggestions are just a start, but I think they are good ones. We
simply cannot continue business as usual when Al evidence reaches our
courtrooms and legal proceedings. Those who espouse the attitude that
current rules are sufficient to deal with the coming deepfakes and fake
evidence created by Al are, in my humble and respectful opinion, wrong.
We need new and amended rules to assist attorneys, litigants, and trial
judges in dealing with the coming wave of Al evidence.

VI. NEW JURY INSTRUCTIONS ARE NEEDED TO PREVENT A PARTY FROM
GAINING A “LIAR’S DIVIDEND” BY FALSELY ASSERTING A “DEEPFAKE
DEFENSE” AND CLAIMING LEGITIMATE EVIDENCE IS IMPROPER Al
GENERATED OR ENHANCED EVIDENCE

There are two sides to this Al coin. While deepfakes and
unauthenticated Al evidence must be dealt with, exposed, and excluded,
as discussed above, frivolous and meritless arguments against legitimate
Al evidence should not be countenanced by our courts. What do I mean
by this? First, there is the so-called “deepfake defense,” whereby
attorneys or parties cavalierly argue that no video, audio, or technical
evidence can be accepted by a judge or jury because one cannot trust any
such evidence in this day and age of AI and deepfakes. This is a
dangerous assertion when made without any factual support or good faith
basis and can undermine the pursuit of justice in civil and criminal cases.

In a civil slip and fall case, for example, a plaintiff may attempt to
argue to a jury, without any factual support or good faith basis
whatsoever, that the jury simply cannot rely on the video showing the
plaintiff faking a fall because the defendant could have possibly easily
manipulated or modified the video. In a criminal case, the same could
occur where a defendant, cavalierly and without any good faith basis,
argues to the jury that the prosecution’s legitimate Title III wiretap
evidence, or undercover videos, cannot be believed or trusted because
they too could be easily manipulated and modified by the government
agents. There needs to be more than mere wild speculation for these types
of arguments to be made to jurors.

Of course, if there are serious chain of custody issues or other
legitimate issues, those certainly are fair game at trial, and the jury can
assess the reliability and weight to give the evidence. For example, in
United States v. Whitehead,”” the defendant was convicted of wire fraud
and other criminal charges, and subsequently filed a post-trial motion for
judgment of acquittal and for a new trial, asserting, inter alia, that certain
recordings of government-introduced phone calls between him and
another individual were improperly authenticated as deepfakes. As stated
by the trial judge, “[d]efendant challenged the reliability of the recordings
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before the jury — both during a voir dire of Special Agent Loizias before
the recordings were admitted, and during Special Agent Loizias’s cross-
examination regarding his inability to confirm whether the recordings had
been altered before being turned over to the FBI or were ‘deepfakes.’””8
In denying the defendant’s post-trial motion, the trial judge ruled that the
jury “reasonably could choose to accept the reliability of the recordings
despite Defendant’s arguments at trial.””® In this case, the trial judge dealt
with the issue by allowing the matter to be presented to the jury,
seemingly because there were some apparent chain of custody issues.®’

But what about when there is no legitimate, good faith basis for a
litigant to argue to a jury that certain evidence are deepfakes that simply
cannot be trusted? In such a circumstance, what can be referred to as the
“liar’s dividend” comes into play, whereby “parties attempt to exploit
public awareness of deepfakes to cast doubt on legitimate evidence.”®!
Unscrupulous lawyers or parties could seek to build upon the public’s
understanding that audios and videos can, in fact, be fraudulently created
deepfakes by baselessly arguing that jurors should not accept any audio,
video, or other technological evidence admitted in court due to this
general skepticism. In this age of conspiracy theories and deepfakes
appearing on social media sites, blogs, in the political arena, and on the
internet, such an argument could appeal to one or more skeptical jurors,
causing an injustice. As noted by one legal commentator, “[jJuror
perception of Al-related content is unpredictable. Will they trust AI? Will
they be moved by a synthetic victim impact video? Judges must offer jury
instructions on how to interpret such materials.”?

This is a problem that will be increasingly rearing its head in civil and
criminal cases over the coming years. Lawyers and parties, with a win-
at-all-costs mentality, may aggressively attempt to divert the jury’s
attention away from legitimate audio, video, or technological evidence
by asserting a meritless deepfake defense and attempting to earn a liar’s
dividend. Opposing parties and judges must be ready to deal with it.

So, what can prevent a party from gaining a liar’s dividend? First,
parties faced with such a meritless deepfake defense must bring it to the
court’s attention by appropriate motion at the earliest possible
opportunity so that trial judges can effectively and timely rule on the
issues presented. It may be that the trial judge, on a motion in limine or
other pretrial motion, precludes the attorney or litigant from making such
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a spurious argument so that the issue does not improperly invade the
province of the jury. It may also be that when there is a good faith basis
for such an argument, such as authentication, chain of custody, or other
legitimate issues, the trial judge allows it with an appropriate cautionary
or limiting jury instruction. As noted by legal commentators discussing
proposed Rule 707, the Judicial Conference’s Advisory Committee on
Evidence Rules draft committee note potentially recommends that judges
“consider providing a limiting instruction that machine-generated
evidence is subject to error and that evidence should not be presumed to
be reliable—or unreliable—simply because it was produced by a
machine.”®® Other limiting or cautionary jury instructions will likely also
be needed. Further, there needs to be a discussion as to what standard of
proof jurors need to apply when considering the reliability or unreliability
of Al or machine generated evidence.

These are all issues that judges will be confronting over the coming
years. The task will not be simple or easy. It will take the combined
efforts of ethical counsel, learned judges, and discerning jurors to make
our way through the haze of Al-generated and enhanced evidence coming
to our courtrooms and legal proceedings.

VII. SUGGESTIONS AND PROPOSALS FOR THE FUTURE—10 CORE
COMPONENTS

As someone who appreciates brevity in legal submissions, I propose
the following ten core components for effectively dealing with the
coming wave and onslaught of Al-generated evidence in our legal
system:

1. Lawyers must become knowledgeable in dealing with AI by
attending seminars, CLEs, and other training programs. They first must
become adept at avoiding hallucinations in their filings, uncovering
hallucinations in their opponents’ filings, and promptly notifying the
court when such issues arise. They must engage Al and ESI experts to
assist them in this process.

2. Lawyers must become adept at using Al-generated evidence and
illustrative aids properly. Attorneys must have the ability to detect false
Al-generated evidence and deepfakes, while simultaneously having the
knowledge and technical expertise to timely and effectively challenge
improper Al-generated evidence or deepfakes. Lawyers should also
engage technical Al and ESI experts as necessary.

3. Lawyers, as well as counseled parties and pro se litigants, who
seek to knowingly, recklessly, or cavalierly introduce deepfakes or other

83. John Siffert, Jillian Berman & Cindy Kuang, A/ Evidence Rule Tweaks Encourage
Judicial Guardrails, LAW360 (Dec. 9, 2025), https://www.law360.com/insurance-authority/
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fraudulent Al-generated evidence in a legal proceeding or courtroom,
must be seriously sanctioned and exposed to severe civil and even
potential criminal penalties. There can be zero tolerance for the
admission, attempted admission, or proffer of such fabricated or deepfake
evidence.

4. Judges must be educated on the proper use, and the potential
misuse, of Al-generated evidence. Effective judicial training programs
must be developed and offered to our judges who will be increasingly
faced with Al-generated evidence in local, state, and federal courtrooms
across our country. Judges should also self-educate as to the benefits and
perils of Al in our legal system.

5. The current Federal Rules of Evidence, Federal Rules of Civil
Procedure, and Federal Rules of Criminal Procedure need to be amended
and revised to provide attorneys, litigants, and judges with the tools
necessary to deal with Al-generated and enhanced evidence, including
deepfakes, in our legal proceedings. Serious consideration should be
given to the adoption of a brightline rule precluding the admission of Al-
generated evidence or Al-enhanced evidence without a testifying witness,
absent the parties’ agreement to such admissibility. Burdens of proof
should be established for proponents and opponents of such evidence.
Rule 901 also needs to be amended, or a new rule created, to provide a
higher burden to deal with the potential admission of Al evidence.

6. Pretrial notice of Al-generated evidence or Al-enhanced evidence
is essential and should be mandated by court rules at the earliest possible
stage of litigation. This is a fundamental requirement that permits proper
evaluation of the proffered Al evidence.

7. Discovery into Al-generated or enhanced evidence must be
allowed to address issues such as authentication, provenance, reliability,
bias, process, verification, methodology, and other relevant issues. This
discovery must be robust, and the use of Al and ESI experts during the
discovery process should be encouraged.

8. Challenges to Al-generated or enhanced evidence should be
required to be made pretrial. Motions directed to Al evidence should be
required to be made when dispositive motions, such as summary
judgment motions or Daubert motions, are due under the court’s pretrial
scheduling order. This will allow the court to timely rule on such
challenges and prevent a meritless deepfake defense from being
presented to the jury and a party from gaining a liar’s dividend.

9. Judges should endeavor to promptly rule on any pretrial
challenges to Al-generated or enhanced evidence so that the attorneys
and litigants have a clear understanding as to whether such evidence will
be permitted at trial. No sandbagging at trial or at evidentiary hearings
should be permitted.
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10. Jury instructions need to be prepared and given so as to explain to
jurors how to evaluate the reliability or unreliability of Al-generated or
enhanced evidence. Current jury instructions are inadequate for this
purpose. Clear and concise jury instructions should be developed to guide
the jury’s evaluation of such evidence.

CONCLUSION

Over the years, our courts and judges have been faced with—and have
met—the challenges of new types of evidence in our courts and legal
proceedings. Various types of evidence, such as fingerprints, bite mark
evidence, firecarms evidence, voice analysis, DNA, handwriting, blood
and serum, and other kinds, have raised challenges regarding
admissibility. But this new Al-generated evidence is hard to detect and
different in numerous material respects. The challenges facing lawyers,
litigants, and judges are similar to those challenges faced in past decades,
yet markedly different. We must raise our collective knowledge and
expertise to rise to the challenges of this new Al evidence. Only by
training, education, and knowledge can we meet these challenges to
ensure that our courts dispense justice fairly and impartially in this age of
Al evidence.

As lawyers, litigants, and judges confront the growing wave of Al in
our legal system, the sage words of renowned Vietnamese Zen Buddhist
monk, poet, and scholar, Thich Nhat Hanh, seem appropriate here:

“Smile, breathe and go slowly.”
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