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Abstract

As mobile devices have become indispensable tools for professional
communication, the distinction between personal and business data has
blurred—creating critical challenges for litigators and organizations
navigating discovery obligations. This Article explores the evolving
jurisprudence surrounding whether and when a corporate defendant has
“possession, custody, or control” over data stored on an employee’s
personal mobile device. Drawing from a recorded podcast conversation'
and expanding on the legal foundations, I scrutinize the two primary
frameworks courts use to analyze control—the “legal right” test and the
“practical ability” test—and question their fitness in the context of
modern mobile usage patterns.

This Article evaluates competing conceptions of “control” against
three core criteria: (1) doctrinal coherence with the text and structure of
the Federal Rules; (2) ex ante predictability for litigants and courts; and
(3) the ability to reduce socially costly errors—particularly spoliation risk
and unnecessary invasions of employee privacy. A test is “adequate,” in
this sense, if it supplies administrable guidance ex ante, produces
reasonably consistent outcomes across jurisdictions, and does not
systematically externalize preservation burdens onto individual
employees or shield parties who exploit technical arrangements to avoid
discovery. Given this measurement, both the legal right and practical
ability tests are inadequate: the former is underinclusive and encourages
evasion, while the latter is overinclusive, unevenly applied, and
insensitive to privacy and power imbalances.

This Article also considers the growing disconnect between
technological reality and static discovery rules, emphasizing the need for
clarity in preservation and production expectations. Finally, this Article
addresses the implications of emerging state statutory and case law
developments regarding privacy, the General Data Protection

* Judge Rodriguez extends his thanks to Christian Krueger, a third-year law student at the
University of Texas School of Law for his invaluable research, proofing and cite checking
assistance. My thanks also to Kelly Twigger for prompting the idea of writing on this topic and
providing me access to Minerva for research purposes.

1. To hear a discussion with the author on this topic, see Meet and Confer with Kelly
Twigger, Mobile Minutes: Judge Xavier Rodriguez on Possession, Custody, or Control, SPOTIFY
(July 24, 2025), https://open.spotify.com/episode/30ygUsDGeFHRAY gRhlvpu3?si=ff19b619
907f4e60 [https://perma.cc/9APB-VRWS].
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Regulation,? and the Hague Evidence Convention® (where an employer’s
limited control over personal devices may be further complicated by these
privacy laws and jurisdictional boundaries). In response, this Article
proposes a more functional approach to assessing control and offers
practical recommendations for litigators, courts, and policymakers to
modernize discovery frameworks in a Bring Your Own Device (BYOD)
world.

This Article proposes an agency-anchored conception of “control” as
one promising candidate for a more uniform national standard. Under this
approach, a rebuttable presumption of control would attach to
electronically stored information (ESI) on the personal devices of
officers, directors, and individuals with meaningful managerial authority
acting within the scope of their agency. In contrast, other employees’
devices would ordinarily be treated as outside the responding party’s
control and only reachable, if at all, through Rule 45.
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[. INTRODUCTION

A. Mobile Devices Meet 1938 Rules

Few developments in modern civil litigation have unsettled the
discovery obligations imposed by the Federal Rules of Civil Procedure
more than the explosion of personal mobile devices. Where smartphones
are ubiquitous, always on, and deeply entwined with both personal and
professional life, courts increasingly face the question: when must a
corporate defendant collect and produce information stored on
employees’ personally owned devices? The issue implicates a central
phrase in the Federal Rules of Civil Procedure—*“possession, custody, or
control”—that has guided document production obligations since the
Rules’ inception in 1938.

This question is far from academic. In contemporary workplaces,
employees routinely use personal phones to send emails, exchange text
messages, access corporate databases, and communicate via messaging
platforms. Many corporations encourage or even mandate this integration
through BYOD policies. Others tolerate the practice informally. In either
event, the blending of personal and professional data on personal mobile
devices complicates discovery obligations and raises profound questions
about privacy, proportionality, employee morale, and the extent of
corporate responsibility for evidence spoliation.

Federal Rule of Civil Procedure 34(a)(1) provides that a party may
request certain items in the responding party’s possession, custody, or
control.* The phrase seems straightforward, but when applied to personal

4. FED.R. Civ. P. 34(a) states:

(a) In General. A party may serve on any other party a request within the scope
of Rule 26(b):

(1) to produce and permit the requesting party or its representative to inspect,
copy, test, or sample the following items in the responding party’s possession,
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devices, it quickly becomes elusive. Does “control” mean a corporation
must collect text messages from employees’ personal phones? Or does it
mean the employer has no obligation unless it can legally compel access?
Or does it occupy some middle ground, such as when the employer has
the “practical ability” to obtain the information?

B. Stakes for Litigants

The question of whether an employer has control over ESI on
employees’ personal mobile devices has become common, especially in
the wake of the BYOD movement,® thus deserving careful attention.

When the duty to preserve is triggered, litigants must take measures
to preserve relevant material or potentially face later sanctions. The
application of this duty becomes more complex when relevant data may
reside on employees’ personal mobile devices, raising a number of
practical and legal questions. Does a company take measures to preserve
mobile devices owned by an employee? What form should those
preservation measures take? How are they enforceable? Should
employers discipline employees who refuse to cooperate? How do
requesting parties know whether the corporation will assist in the
discovery process or later argue that they do not possess or control any
data that may be resident in an employee mobile device? If these
conversations will not take place until the meet and confer sessions, will
relevant and unique data be lost? If the parties agree to certain ESI
protocols that contemplate corporation control over employee devices,
can a corporation later be sanctioned when employees refuse to
cooperate? At what point in these discussions should a requesting party
issue Rule 45 subpoenas to individuals? At what point do courts become
involved in this issue—before the issuance of any requests for production
(RFP)? Or does court involvement take place after responses and
objections to the RFPs are served asserting a lack of control over
employee devices? If Rule 45 subpoenas are issued to individual

custody, or control:

(A) any designated documents or electronically stored information—including
writings, drawings, graphs, charts, photographs, sound recordings, images, and
other data or data compilations—stored in any medium from which information
can be obtained either directly or, if necessary, after translation by the responding
party into a reasonably usable form . . . .

5. See generally Garry G. Mathiason & Michael J. McGuire, The ‘Bring Your Own
Device’ to Work Movement: Engineering Practical Employment and Labor Law Compliance
Solutions, THE LITTLER REP. (2012), https://www littler.com/sites/default/files/press/pdf/WP_
12EE_BringYourOwnDevice 7-23-13.pdf [https://perma.cc/NZE3-G8WU] (discussing BYOD
issues).
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employees, does the corporation retain counsel for these employees to
navigate the process of responding or objecting?

Courts are split and litigants face uncertainty. In some jurisdictions,
requesting parties (usually plaintiffs) can compel corporations to collect
and produce employee text messages, especially when corporate policies
suggest some measure of control.® In other jurisdictions, courts shield
employers, leaving plaintiffs to pursue non-party subpoenas under Rule
45.7 The difference is consequential. Rule 34 production requests impose
obligations directly on the corporate defendant, whereas Rule 45
subpoenas® place the burden on employees themselves to respond, object,
or resist production.’ In addition, while the issue of possession, custody,
or control is disputed, the passage of time may cause relevant data on
mobile devices to be lost through failures to disable automatic deletion
settings in text settings, the overwriting of data, physical damage to the
device, or replacement of the device.

For requesting parties (usually plaintiffs), access to data on an
employee’s mobile device may be critical to proving claims. In
employment discrimination suits,'® wage-and-hour cases,'! antitrust

6. O’Bryan v. U.S. Bank Nat’l Assoc., No. 3:20-CV-00153, 2022 WL 22736591, at *4
(M.D. Tenn. Mar. 10, 2022) (Court finds that the Bank’s Employee Mobility Program purports to
give U.S. Bank ownership of specific information on its employees’ personal devices under
certain circumstances, but it was not clear that those circumstances existed.).

7. Control “for purposes of Rule 34 means demonstrating that the party served with the
document request ‘has the legal right to obtain the documents on demand’ from someone else.
This is understood to include ‘the legal right to command release from the party with actual
possession.”” Halabu Holdings, LLC v. Old Nat’l Bancorp, No. 20-10427, 2020 WL 12676263,
at *3 (E.D. Mich. June 9, 2020) (internal citations omitted).

8. FED.R. Civ. P. 45(a)(1)(C) provides:

A command to produce documents, electronically stored information, or tangible
things or to permit the inspection of premises may be included in a subpoena
commanding attendance at a deposition, hearing, or trial, or may be set out in a
separate subpoena. A subpoena may specify the form or forms in which
electronically stored information is to be produced.

9. FeD.R. CIv. P. 45(d)(2)(B) states:

Objections. A person commanded to produce documents or tangible things or
to permit inspection may serve on the party or attorney designated in the
subpoena a written objection to inspecting, copying, testing or sampling any or
all of the materials or to inspecting the premises—or to producing
electronically stored information in the form or forms requested.

10. Memorandum and Order, Shim-Larkin v. City of N.Y., No. 1:16-CV-6099-AJN-
KNF, 2019 WL 5198792, at *1 (S.D.N.Y. Sep. 16, 2019) (Defendant sanctioned for loss of text
messages stored on the personal cellular telephone of the defendant’s assistant lifeguard
coordinator.).

11. Small v. Univ. Med. Ctr., No. 2:13-CV-0298-APG-PAL, 2018 WL 3795238, at *71 (D.
Nev. Aug. 9, 2018) (sanctions assessed against employer).
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conspiracies,'? and trade secret disputes,'® text messages or encrypted
chats may contain decisive evidence. From the perspective of plaintiffs
and other requesting parties, personal devices may be the only realistic
source of evidence of harassment, off-the-clock work, or informal
communications that never pass through corporate systems. A standard
that presumptively insulates most personal devices from Rule 34 may
therefore raise serious access-to-justice concerns in employment,
wage-and-hour, and civil rights litigation. For corporate defendants,
insisting on identifying, reviewing, and potentially producing data from
individual employees’ mobile devices raises burdens and risks: alienating
employees, potentially invading personal privacy, and creating
opportunities for spoliation if employees refuse cooperation.

It is unclear what constitutes possession, custody, or control. Though
the phrase “possession, custody, or control” is used in Rules 26, 34, and
45, the Federal Rules do not define the phrase.!* Consequently, courts
have had to reason with the words’ meaning. Typically, physical
“possession” and “custody” are straightforwardly determined.!> Much of
the real debate focuses on “control,” specifically, with different courts
adopting different standards.'® Courts have broadly coalesced around
three tests, respectively: legal right, practical ability, and legal right plus
notification.!” In addition to there being multiple tests, there is also
variation in the application of each test, resulting in an even messier
amalgamation.'® The consequent inconsistency causes uncertainty among
litigants on an important matter. Pursuant to the Federal Rules, a party is

12. In re Pork Antitrust Litig., No. 18-CV-1776 (JRT/HB), 2022 WL 972401, at *15 (D.
Minn. Mar. 31, 2022).

13. Allergan, Inc. v. Revance Therapeutics, Inc., No. 3:23-CV-00431, 2025 WL 2182324,
at *1 (M.D. Tenn. June 20, 2025).

14. FED.R. Civ. P.26(a)(1)(A)(ii) (“a copy—or a description by category and location—of
all documents, electronically stored information, and tangible things that the disclosing party has
in its possession, custody, or control and may use to support its claims or defenses”); FED. R. C1v.
P. 34(a)(1) (“to produce and permit the requesting party or its representative to inspect, copy, test,
or sample . . . items in the responding party's possession, custody, or control”); FED. R. Civ. P.
45(a)(1)(A)(iii) (“produce designated documents, electronically stored information, or tangible
things in that person’s possession, custody, or control”).

15. The Sedona Conference, Commentary on Rule 34 and Rule 45 “Possession, Custody,
or Control”, 25 SEDONA CONF. J. 1, 14 (2024) [hereinafter Rule 34 and 45 Commentary].

16. See id. at 17-34 (outlining the different tests and which courts use each of them).

17. See id. at 18 (explaining the legal right test as “the legal right to obtain the Documents
and ESI,” the practical ability test as “the ‘practical ability’ to [obtain the Documents and ESI]”
without a legal right to do so, and the legal right plus notification test as “the legal right to obtain
the Documents and ESI” plus the duty to “notify . . . [the] adversary” if “the party does not have
the legal right to obtain the Documents and ESI”).

18. See id. at 28, 34 (“To further complicate matters, even within these general categories
there are differences in the ways in which federal courts within the circuits define and apply the
standards,” leaving “parties and courts with conflicting guidance to consider when making
defensible discovery decisions.”).
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obligated to preserve relevant ESI under penalty of sanction.!® In addition
to raising spoliation concerns, irregularity in the standard for “control”
over devices may cause lengthy discovery disputes that delay expeditious
lawsuit resolution. Finally, interjurisdictional discrepancies contravene
the Federal Rules’ interest in uniformity.?’

There is a need for greater predictability regarding employers’ control
of employees’ personal mobile devices, but none of the established tests
are without fault. While The Sedona Conference has advocated for the
universal adoption of the legal right test,?! this approach is
underinclusive, leading to spoliation, evasion, and omission. The
practical ability test has its own shortcomings, most notably in
implementation (what if an employee simply says, “No”?). A test based
on the principles of agency law would be superior. Under it, a requesting
party would be able to gather data from the responding party’s officers,
directors, supervisors, and managers. In other words, ESI on the personal
mobile devices of high-level agents would presumptively be under the
company’s control, whether by right or ability. Agents authorized to act
on behalf of the company would have to produce relevant information.
To avoid overbreadth, all other employees would have to be individually
subpoenaed by the requesting party under Rule 45. Such an approach to
a uniform national standard merits further consideration.

II. THE HISTORICAL ORIGINS OF RULES 34 AND 45

As Wright and Miller explain, Rule 34 was patterned after the English
Judicature Act and state statutes that allowed inspection of documents in
a party’s “possession or control.”*? The Advisory Committee intended to
abolish the restrictive bill in equity practice’® and create a streamlined

19. FED.R. Civ.P.37(e).

20. Rhys Dipshan, Diverging ‘Possession, Custody, or Control’ Tests Impact E-Discovery
Outcomes. But is a Uniform Standard Feasible?, LEGALTECH NEws (May 5, 2023),
https://monitor.lawnext.com/article/diverging--possession--custody-or-control--tests-impact-e-
discovery-outcomes.-but-is-a-uniform-standard-feasible- [https://perma.cc/96SJ-9F5W].

21. Rule 34 and 45 Commentary, supra note 15, at 63—64.

22. 8B WRIGHT & MILLER’S FEDERAL PRACTICE & PROCEDURE § 2201 (3d ed. 2025).

23. Equity Rule 58, promulgated in 1912, permitted interrogatories and the inspection of
documents in the possession or control of the opposing party. The language of “possession or
control” thus had deep roots in equity practice, reflecting a recognition that litigants sometimes
required access to adversaries’ records to prove their cases. But the remedy was limited, hedged
with procedural technicalities, and available only in the context of equitable claims. As
Sunderland’s influential treatise Discovery Before Trial (1939) explained, American practice
before the Federal Rules of Civil Procedure was a patchwork of state statutes, local rules, and
equity precedents. Sunderland catalogued statutes from across the states, most of which allowed
some form of pretrial inspection of documents “in the possession or under the control of” an
opposing party. The aim was functional—to provide litigants a fair opportunity to access
evidence—but the statutes varied widely, and technical objections often frustrated their purpose.
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mechanism for production.?* Rule 45, in turn, provided a means of
reaching non-parties, ensuring that litigants could access information
beyond their adversaries’ files.?

Yet the 1938 drafters could not have imagined a world where terabytes
of personal and professional data would coexist on a single handheld
device, carried in a pocket. Their concern was with paper ledgers,
contracts, correspondence, and land records—not encrypted instant
messages or ephemeral chat applications. Even so, the doctrinal
vocabulary they crafted continues to govern twenty-first century disputes.
Complicating the matter, the 1938 drafters (and the Rules Advisory
Committee to this day) fail to define the phrase “possession, custody, or
control.”

If a party has actual physical possession of a document or data, those
documents or data must be produced if relevant, proportional, and non-
privileged.?® Likewise, if a party is the custodian of the documents or
data, it must comply with Rule 34.2” Why the framers of the 1938 Rule
included the term “control” remains elusive. Cases and secondary sources
from that time merely parrot the phrase “possession, custody, or control”
without any insight as to what the term “control” should mean.

As noted above, prior to 1938 most state rules of discovery contained
a reference to some variation of possession, custody, or control.?®
Alabama, for example, required a responding party “to attach to his
answers copies of letter and documents, the originals of which are in his
possession or under his custody or control.”? Florida allowed courts to
“require the party notified . . . to produce books and other writings in his
possession, power, or custody.”*’ Connecticut permitted a party to “file a
motion praying for a disclosure of facts or production of papers, books,
or documents . . . within the knowledge, possession or power of the

Edson R. Sunderland, Discovery Before Trial Under the New Federal Rules, 15 TENN. L. REV.
737 (1939).

24. WRIGHT & MILLER, supra note 22, § 2201.

25. FED. R. C1v. P. 45; see also WRIGHT & MILLER, supra note 22, § 2451 Purpose and
History of the Rule (“A ‘subpoena’ is a mandate lawfully issued in the name of the court, usually
by the clerk thereof, but under current practice, by attorneys. Its function is to compel the
attendance of witnesses and the production of documents so that the court may have access to all
of the available information for the determination of controversies before it.”).

26. FED.R.CIv.P.26(b)(1).

27. See United Mercantile Agencies v. Silver Fleet Motor Exp., 1 F.R.D. 709, 712 (W.D.
Ky. 1941) (“In the usual course of events the defendant would either have actual physical
possession of its own records or would be in a position to obtain them from someone who has
temporary custody of them with the defendant's permission. Such control, without actual
possession, is sufficient.”).

28. See GEORGE RAGLAND, JR., DISCOVERY BEFORE TRIAL 267-391 (1932) (detailing
statutory provisions on discovery in many jurisdictions).

29. Id. at274.

30. Id. at 292-93.
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adverse party.”! The courts of England, too, stipulated that a judge may
“order the production by any party . . . of such of the documents in his
possession or power, relating to any matter in question.”>?> As the
representative examples discussed above demonstrate, the concept of
“possession, custody, or control” preceded the Federal Rules and was
already widespread among the state courts.*>

Still earlier, courts here and abroad recognized an analog of
“possession, custody, or control” in discovery. Characterizing the state of
the law in 1873, the scholar John Adams, Jr. explained that discovery
“must be to the best of the defendant’s information and belief,” and “the
information meant is not only that which he actually possesses,” but
rather “that also which, either by inspecting his books, or by making
inquiries of his solicitors or agents, or of others from whom he has a right
of information, is fairly within his reach.”** Furthermore, a responding
party’s “mere allegation” that “such parties will not give him the
information, or even that they have refused to do so, will not be sufficient
to excuse its want.”*> The standard extended beyond physical possession
or actual custody, incorporating “whatever means of information he has
a right to possess” as “look[ed] upon as being in his possession.”*® While
the requested documents had to “be in the defendant’s possession or
power,” it was “sufficient that they [we]re admitted to belong to him,
although . . . out of his actual custody.”*” The possession of an “agent, or
of any other person whose possession he c[ould] control, [wa]s equivalent
to his own.”*® At the outer limit, though, a party was “not bound to

31. Id. at 281.

32. Id. at 287.

33. The remaining states and the terminology referenced in their statutes are as follows:
Arizona (possession or control), California (possession or control), Colorado (possession or
control), Delaware (possession or control), Georgia (“within his knowledge”), Idaho (possession
or control), Illinois (possession or power), Indiana (possession or power), Kansas (possession or
control), Kentucky (control), Maine (possession), Maryland (possession or power), Massachusetts
(possession or control), Michigan (possession or control), Minnesota (possession or control),
Mississippi (possession or control), Missouri (possession or control), Montana (possession or
control), Nebraska (possession or control), Nevada (possession or control), New Jersey
(possession or control), New Mexico (possession or control), New York (possession or control),
North Carolina (possession or control), North Dakota (possession or control), Ohio (possession
or control), Oklahoma (possession or control), Oregon (possession or control), Pennsylvania
(possession or power), Rhode Island (possession or control), South Carolina (possession or
control), South Dakota (possession or control), Utah (possession or control), Virginia
(possession), West Virginia (control), Wisconsin (possession or control), Wyoming (possession
or power). Id. at 275-391.

34. JoHN ADAMS, THE DOCTRINE OF EQUITY: A COMMENTARY ON THE LAW AS
ADMINISTERED BY THE COURT OF CHANCERY 75 (6th Am. ed. 1873).

35. Id.

36. Id.

37. Id. at79.

38. Id.
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produce documents for which he merely h[eld] a covenant for production
against a third party.”? Like courts today, centuries-old courts grappled
with possession, custody, or control.

In England, too, possession, custody, or control boasts an extended
history. As former Harvard Law School Dean Christopher C. Langdell
chronicled, discovery itself “was borrowed by the Court of Chancery,
directly from the English ecclesiastical courts.”*® In the Ecclesiastical
Courts, in matters of probate, parties were required to file an affidavit
“specifying all writings of a testamentary nature in his possession, or
within his knowledge.”*' Writing in 1897, Dean Langdell defined
discovery as “the compulsory disclosure by a litigant of such facts within
his knowledge, and of the contents of such documents in his
possession.”** Despite parallels between American and English law,
Dean Langdell noted that “discovery is not an original product of English
soil” and is “entirely foreign.”* It may be traced back to Roman law.*
“Possession, custody, or control,” whatever its source, predates the
Federal Rules.

Before the enactment of the Federal Rules, federal law—statutory and
common—incorporated the premise of “possession, custody, or control.”
At that time, there were three means by which a party could compel the
production of documents.* One, a deposition statute,*® was construed by
courts to “include such a power” to “compel the production of papers or
documents under the control of such a witness.”*’ Another, a subpoena
duces tecum statute,* allowed parties to “apply for an order directing a
person to produce documents supposed to be in his possession.”* Lastly,
Equity Rule 58 enabled courts to direct parties to “effect the inspection
or production of documents in the possession of either party.”>* To obtain
a court order, the requesting party had to show materiality “together with
an admission by his adversary that the documents sought were actually

39. Id. at75n.1.

40. Christopher C. Langdell, Discovery Under the Judicature Acts, 1873, 1875, 11 HARV.
L.REev. 137, 138 (1897).

41. Id. at 147.

42. Id. at 137.

43. Id. at 138.

44. Robert W. Millar, The Mechanism of Fact-Discovery: A Study in Comparative Civil
Procedure, 32 ILL. L. REV. 261, 263 (1937).

45. H.S.T., Notes and Legislation, 26 VA. L. REV. 769, 797 (1940).

46. 28 U.S.C. § 639 (1934).

47. H.S.T., supra note 45, at 797-98.

48. 28 U.S.C. § 647 (1934).

49. H.S.T., supra note 45, at 798; see also Smith v. Nat’l Bank, 193 F. 255 (C.C.D. Nev.
1910) (allowing a requesting party to make a copy of the responding party’s document without
the responding party surrendering it).

50. H.S.T., supra note 45, at 800 (quoting 28 U.S.C. § 723 (1928)).
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under the latter’s power or control.”®! The “many technicalities” of
Equity Rule 58 “limited [its] utility” as a discovery tool.> Against that
backdrop, early caselaw interpreted the new Federal Rules as marking a
departure from the Equity Rules.>

Rule 45 did not originally refer to possession, custody, or control. The
first iteration stated, “A subpoena may command the person to whom it
is directed to produce the books, papers, or documents designated
therein,” omitting the qualifier of possession, custody, or control.>* It was
added via the 1970 amendment to the Federal Rules, however. Including
possession, custody, or control in this subsequent edition, the Federal
Rules clarified that “the scope of discovery through a subpoena is the
same as that applicable to Rule 34 and the other discovery rules.”
Though Rule 45 incorporated possession, custody, or control language
later than Rule 34 did, the Advisory Committee underscored that the
interpretative exercise should be the same in each case. In any case, courts
have had over a half century of possession, custody, or control under Rule
45. The longevity of possession, custody, or control offers useful context,
but is no panacea for litigants searching for definitive answers to new-
age problems.

III. THE PUSH FOR UNIFORM FEDERAL PROCEDURE

By the 1920s and 1930s, the inadequacy of federal discovery practice
had become clear. Under the Conformity Act of 1872, federal courts were
required to follow state procedure “as near as may be.” °® This created a
bewildering array of systems: as many distinct regimes of federal practice
as there were states, and sometimes more, given district-level
variations.”’

Reformers, including Roscoe Pound and Charles E. Clark, argued that
federal practice required unification and simplification. The American
Bar Association, prodded by critiques of delay and uncertainty, formed

51. Id. (citing United States v. Interstate Cir., 20 F. Supp. 463 (N.D. Tex. 1937); Dixie
Drinking Cup Co. v. Paper Utils. Co., 5 F.2d 322 (E.D.N.Y. 1925); Hartford v. Cleveland Auto
Club, 275 Fed. 590, 591 (D. Del. 1921)).

52. H.S.T., supra note 45, at 801 (citing Moore v. Backus, 78 F.2d 571 (7th Cir. 1935)
(denying discovery request despite the witness being a party’s agent)). By citing Moore for the
proposition that Equity Rule 58 was restrictive, that piece’s author suggests that defendants’
agents should fall within the purview of discovery.

53. See, e.g., Nichols v. Sanborn Co., 24 F. Supp. 908, 911 (D. Mass. 1938) (“[I]t is better
that liberality rather than restriction of interpretation [of the new Federal Rules] be the guiding
principle. This will avoid the confusion and complexities which have resulted as a result of the
diversified interpretations of Equity Rule 58 by the Courts.”).

54. FED.R. Civ.P. 45(d) (1938).

55. FED.R. Civ. P. 45 advisory committee’s note to 1970 amendment.

56. Judicial Conformity Act of 1872, ch. 255, 17 Stat. 197 (repealed 1938).

57. Elmo Hunter, One Year of Our Federal Rules, 5 Mo. L. REv. 1, 3-4 (1940).
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committees to study reform. When Congress enacted the Rules Enabling
Act in 1934,% it authorized the Supreme Court to promulgate rules of
civil procedure for the federal courts, abolishing the law—equity divide
and creating an opportunity for comprehensive discovery reform.>’

The Advisory Committee debated extensively how to integrate
discovery into the new rules. They drew from English practice under the
Judicature Acts, American equity, and progressive state codes. The result
was a robust discovery system, including Rules 2637, that placed
disclosure at the center of federal litigation.

While Rule 34 governed discovery between parties, Rule 45 governed
subpoenas directed to non-parties. Adopted in 1938 alongside Rule 34,
Rule 45 authorized subpoenas duces tecum to compel production of
documents or things by non-parties.

The history of Rule 45 reveals the balance between fairness and
burden. Initially, a subpoena duces tecum could not issue without a court
order. The 1948 amendments eliminated this requirement, allowing
attorneys to issue subpoenas directly, while preserving judicial authority
to quash or modify subpoenas that imposed undue burden. Over time,
Rule 45 evolved to include explicit protections for non-parties, including
cost-shifting and privilege safeguards.

The relationship between Rule 34 and Rule 45 is crucial to the mobile
device conundrum. If an employee’s personal phone is deemed outside
the employer’s possession, custody, or control, then Rule 45 provides the
mechanism for accessing its contents.

IV. BEFORE THE MODERN MOBILE-DEVICE ERA

Immediately after the Federal Rules’ adoption, some courts treated the
new Federal Rules as a marked departure from the previous Equity Rules.
In C.F. Simonin’s Sons v. American Can Co.,*° decided just one month
after the Federal Rules took effect, the court declared that “they afford
the plaintiff facilities for discovery . . . which are more liberal than it
could obtain in a suit in equity.”®! Courts considering discovery matters
struck a similar tone. Two months after Rule 34’s arrival, the court in
Gielow v. Warner Bros. Pictures®® described taking a liberal approach to
discovery.® It remarked that Rule 34 was intended to “simplify[] the

58. Rules Enabling Act, ch. 651, 48 Stat. 1064 (1934) (codified as amended at 28 U.S.C.
§§ 2071-77).

59. Hunter, supra note 57.

60. 24 F. Supp. 765 (E.D. Pa. 1938).

61. Id

62. 26 F. Supp. 425 (S.D.N.Y. 1938).

63. Id
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issues,” and that it would account for the liberal spirit animating the
Federal Rules.**

The first courts to encounter the Federal Rules for discovery did not
engage in intensive analysis of them. Instead, they were taken as self-
explanatory, and courts’ decisions relied on conclusory statements
without detailed reasoning. In Orange County Theatres v. Levy,% the
court invoked possession, custody, or control but did not scrutinize it.%
The requesting party sought the Strand Theatre’s accounting records, and
the court simply posited “the plaintiff is only required to produce the
[records] if ‘they are in its possession, custody, or control,”” without
more.®’” In so doing, the court treated possession, custody, or control as
apparent. In Flynn v. Magraw,®® a plaintiff requested various business
documents from Thomas Manor, Inc., by way of John McGinty, a
director of the corporation.® Mr. McGinty countered that he was a
director but not an officer and therefore did not “have the custody or
possession of any of the . . . [documents] which he ha[d] been called upon
to produce for inspection.”’® Accepting that and without evaluating the
distinction between a director and officer for the purposes of control, the
court denied the request and advised, “[i]Jt may be a hardship for the
plaintiff but an application to examine the known officers, and for the
production and inspection of the . . . [records] can be made in Florida.””!
While courts framed possession, custody, or control expansively, they
applied the standard formalistically.

Mid-twentieth century courts transitioned toward performing careful
individualized inquiry and reaching fact-based decisions. In Tobin v.
WKRZ, Inc.,”* the Secretary of Labor sought employment-related
documents from the defendant-company.” The court identified the sole

64. Id.

65. 26 F. Supp. 416 (S.D.N.Y. 1938).

66. Id. at 417-18.

67. Id.

68. 27 F. Supp. 936 (S.D.N.Y. 1939).

69. Id. at 936.

70. Id.

71. Id.; see also H.S.T., supra note 45, at 804—05 (“[I]n an action against a corporation an
order to produce its books and records will issue only against an officer who has access to these
documents.”); cf. In re Harris, 27 F. Supp. 480, 481-82 (S.D.N.Y. 1939) (denying discovery even
though the requested bank records were within the responding party’s physical possession because
the responding party was found not to have control of documents maintained by a foreign affiliate
under the National Banking Act). But see H.S.T., supra note 45, at 805 (“[T]he defense of non-
possession is not open to a person when it appears that he has the ultimate control over, if not the
physical possession of, the things sought.”); Bough v. Lee, 29 F. Supp. 498, 501 (S.D.N.Y. 1939)
(“The excuse of non-possession was not sufficient, even if true” where the responding party did
not deny it was in possession of relevant documents.).

72. Tobin v. WKRZ, Inc., 12 F.R.D. 200 (W.D. Pa. 1952).

73. Id. at 201.
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question as whether the requested items were within the responding
party’s possession, custody, or control.”* Analyzing the issue, the court
observed that “the cases have not indicated precisely what constitutes a
sufficient showing.”” It reasoned, though, that “any showing is sufficient
which, on the record, satisfies the Court.”’® Looking at the specific
circumstances of the discovery request, the court concluded that records
maintained for ordinary business under government regulation would be
presumed within possession, custody, or control.”” In Biferato v. States
Marine Corp. of Delaware,”® the responding party sought to resist
production of vessel logs and reports because its attorney possessed them,
but the court declined to allow “[p]ossession by an attorney or a third
party . .. [to] be used as a means of avoiding compliance with a direction
.. .. The true test is control and not possession.””® As courts engaged
more directly with possession, custody, or control analysis, the facts and
circumstances became significant.*

Courts in the latter portion of the twentieth century opened the
aperture of possession, custody, or control and imposed more affirmative
obligations on responding parties. In Herbst v. Able,’! the plaintiffs
requested that some of the defendant’s current and former employees
procure from the Securities and Exchange Commission (SEC) and make
available to the plaintiffs transcripts of testimony offered at private

74. Id.

75. Id.

76. Id.

77. Id. at 201-02.

78. 11 F.R.D. 44 (S.D.N.Y. 1951). But cf. Hickman v. Taylor, 329 U.S. 495, 504-08 (1947)
(denying a request for documents in the possession of an attorney because the original sources
were otherwise available to the requesting party and stating “Rule 34 . . . is limited to parties to
the proceeding, thereby excluding their counsel or agents.”); see also H.S.T., supra note 45, at
805 (“It should be noted that Rule 34 does not require inspection of writings when it appears that
the information contained therein is equally available to the moving party from an independent
source.”).

79. Biferato, 11 F.R.D. at 46; see also Reeves v. Pa. R.R. Co., 80 F. Supp. 107, 109 (D.
Del. 1948) (“Clearly there is no showing that the photographs are in [plaintiff’s] possession. The
defendant suggests that a request of the plaintiff for the custody of the photographs would
probably be complied with. No right is shown to exist in the plaintiff to enforce a demand for such
X-ray photographs from the person having the possession, custody or control and the lack of a
right to enforce the demand negatives the legal right of custody or control.”).

80. See Enforcing Discovery of Documents Under Federal Rule 34: The Effect of Foreign
Law on the Concept of Control, 62 YALE L.J. 1248, 124849 (1953) (“Whether a party controls
designated documents is a question of fact.”). But ¢f Humphries v. Pa. R.R. Co., 14 F.R.D. 177,
178 (N.D. Ohio 1953) (failing to discuss possession, custody, or control relating to a request
“seek[ing] production of ‘all’ statements of defendant’s employees, agents, crew members and
witnesses, ‘all’ photographs, sketches and reports submitted by Republic Steel to defendant and
‘all’ photographs and sketches taken or drawn by defendant’s agents™).

81. 63 F.R.D. 135 (S.D.N.Y. 1972).
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hearings.?> Agency policy dictated that the SEC would not produce
witness testimony for private litigation but that witnesses were permitted
to acquire copies of their own testimony.®® Here, one employee had
resisted doing so in response to plaintiffs’ request.’* Reasoning that the
company “plainly” had Rule 34 control over its employees, the court
ruled that the plaintiffs could “request Douglas [Aircraft Co.] to have its
non-defendant employees procure copies of their private testimony
before the SEC so that Douglas may give same to plaintiffs.”®® For a
former employee, the court dismissively observed that “[t]here is no
assertion . . . [he] is unwilling to cooperate,” so the company was
“required to produce a copy” of his testimony.®® In so deciding, the court
treated current and former employees as subject to company control.
Additionally, in Gray v. Faulkner,®” a suit by an inmate against prison
officials, the court placed on the responding party “an affirmative duty to
seek that information reasonably available to him from his employees,
agents, or others subject to his control.”®® In comparison to the earliest
cases on possession, custody, or control, those in the late-twentieth
century expanded the definition of control through more deliberate
analysis, imposing greater burdens on responding parties to bring
information within the scope of Rule 34.

Courts encountered technology that was the precursor to the modern
mobile device in the early aughts. For example, in Hatfill v. New York
Times, Co.,® a plaintiff sued the New York Times for defamation and
requested access to a reporter’s interview notes kept on a flash drive.”
The court assessed the case’s unique circumstances and written
agreements between the reporter and newspaper.’! It referenced the “legal

82. Id. at 136.

83. Id. at 137.

84. Id.

85. Id. at 138; see also In re Domestic Air Transp. Antitrust Litig., 142 F.R.D. 354, 356
(N.D. Ga.1992) (requiring companies to get consent from employees to procure transcripts of
deposition testimony given in a Department of Justice investigation).

86. Herbst, 63 F.R.D. at 138.

87. 148 F.R.D. 220 (N.D. Ind. 1992); ¢f. Cooper Indus., Inc. v. British Aerospace, Inc., 102
F.R.D.918,919-20 (S.D.N.Y. 1984) (relaxing the standard for control in the direction of practical
ability, saying “The documents plaintiff seeks all relate to the planes that defendant works with
every day; it is inconceivable that defendant would not have access to these documents and the
ability to obtain them for its usual business.”); Golden Trade, S.r.L. v. Lee Apparel Co., 143
F.R.D. 514, 525 (S.D.N.Y. 1992) (using the term “practical ability” for the first time, writing,
“[I]n practice the courts have sometimes interpreted Rule 34 to require production if the party has
the practical ability to obtain the documents from another, irrespective of his legal entitlement to
the documents.”).

88. Gray, 148 FR.D. at 223.

89. 242 F.R.D. 353 (E.D. Va. 2006).

90. Id. at 354.

91. Id. at 355.
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right” to obtain information as supporting Rule 34 control, but
acknowledged that the Fourth Circuit had not interpreted the meaning of
possession, custody, or control.”? It emphasized that the interview notes
were not stored on Times computers, the 7imes had a policy in its
collective bargaining agreement with its reporters’ union to allow
journalists to retain their unpublished materials, and the 7imes routinely
permitted departing reporters to keep their documents.”® Nor had the
reporter shared his notes with anyone, and he had kept the flash drive in
his personal possession despite attaching it to company computers for
work purposes.”® Based on these indicia of the reporter’s independence,
the court deemed the Times to have “ceded any legal rights” to the notes.”
Finally, the court pointed to “the clear substantive purpose” of the Times’
relevant policies.”® Considering this request for technologically stored
information, the court examined the responding party’s behavior and
company guidelines to find no Rule 34 control.

V. MOBILE DEVICES AT WORK

Many employees use cell phones in their work, whether employers
like it or not. In a 2011 study, carried out only a few years after the iPhone
was launched, seventy-five percent of companies allowed employees to
use their personal devices for work.”” And in the years since, that figure
has likely increased. People and their phones are practically inseparable,
so it is unsurprising that fifty percent of people use their personal devices
for work while on vacation, twenty-nine percent while in bed, and five
percent while in a place of worship.”®

One response was straightforward: corporations began issuing
company-owned phones to key employees. By doing so, they secured
clear control for discovery purposes and avoided disputes. Courts often

92. Id.

93. Id.

94. Id. at 354.

95. Id. at 355.

96. Id. Additionally, in Han v. Futurewei Technologies, Inc., which dealt with personal
computer hard drives, the court primarily discussed Rule 26 but quoted the Advisory Committee
Notes to Rule 34 for the proposition that “testing and sampling” of ESI “is not meant to create a
routine right of direct access to a party’s electronic information system.” No. 11-CV-831-]M
(JMA), 2011 WL 4344301, at *3 (S.D. Cal. Sep. 15, 2011) (emphasis in original) (citing FED. R.
C1v. P. 34 advisory committee’s note to 2006 amendment). The court questioned the request’s
relevance, intrusiveness, and burdensomeness to deny the requesting party access to the
responding party’s personal computer hard drives. /d. at *4-6.

97. Mathiason & McGuire, supra note 5, at 4.

98. Id. at 4-5; see also The Sedona Conference, Commentary on BYOD: Principles and
Guidance for Developing Policies and Meeting Discovery Obligations, 19 SEDONA CONF. J. 495,
502 (2018) [hereinafter Commentary on BYOD] (“organizations are permitting or encouraging
workers to use their own personal devices to access, create, and manage their information—often
after hours and outside the office”).
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held that documents and communications on company-issued devices
were within the employer’s possession or control.”® This approach,
however, was costly and often impractical. As smartphones became
ubiquitous, many companies adopted “Bring Your Own Device” policies,
which allowed or required employees to use personal devices for work.
These policies often included provisions reserving rights for the employer
to access, inspect, or remotely wipe data. BYOD adoption is estimated at
over eighty percent across industries.'®” BYOD allowed employees to
carry out personal and business functions, including accessing
proprietary mobile applications.'!

Many employers established policies governing BYOD use.!®> BYOD
programs rose in popularity during the 2000s and 2010s.!®> BYOD
policies gained favor first in IT circles and subsequently in a myriad of
professions.!® In practice, though, “the idea behind BYOD has existed
ever since employees began bringing their own flash drives.”!?
Employees using their own devices for business is exceedingly common,
and the line between the personal and professional has blurred.

BYOD programs present numerous benefits on which companies
want to capitalize. BYOD offers cost savings, reducing employers’
expense on technology by leveraging employees’ own investment in
devices.!% It boosts morale and engagement, as employees can use their
preferred, familiar devices.'”” It solves the “two pocket problem,”
condensing the personal and professional into a single device.!®
Furthermore, BYOD has the effect of modernizing the workplace, as
employees buy the latest devices that increase productivity and

99. See, e.g., Lalumiere v. Willow Springs Care, Inc., No. 1:16-CV-3133-RMP, 2017 WL
6943148, at *2 (E.D. Wash. Sep. 18, 2017) (“A company controls the text messages of its
employees on work phones, as well as the emails of its employees via company email accounts.”).

100. Curt Steinhorst, The Company Cell Phone Comeback: A Win-Win for Businesses &
Employees, FORBES (May 8, 2024), https://www.forbes.com/sites/curtsteinhorst/2024/05/08/the-
company-cell-phone-comeback-a-win-win-for-businesses--employees/  [https://perma.cc/9684-
G8EW].

101. Lindsey Blair, Contextualizing Bring Your Own Device Policies, 44 J. Corp. L. 151,
151 (2018).

102. Id.

103. Id. at 151-52.

104. Id. at 152.

105. Id.

106. Mathiason & McGuire, supra note 5, at 6; Bring Your Own Device (BYOD) vs.
Corporate-Owned: Which Policy Is Better for Your Needs?, MODEONE (Mar. 21, 2023),
https://modeone.io/blogs/bring-your-own-device-byod-vs-corporate-owned-which-policy-is-
better-for-your-needs/ [https://perma.cc/L4L3-HFJV] [hereinafter Bring Your Own Device].

107. Mathiason & McGuire, supra note 5, at 6; Bring Your Own Device, supra note 106.

108. Mathiason & McGuire, supra note 5, at 6.
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connectivity.!” BYOD presents intangible social benefits and practical
efficiency advantages.

That said, BYOD has several deficiencies. Of primary importance
here are the legal ones. “[T]ime has exposed legal issues for both
employers and employees.”''° Many discovery matters turn “on whether
an employer is in ‘control’” of BYOD devices because they are not
physically possessed.!!! When faced with litigation or the likelihood
thereof, employers with BYOD programs must inform their employees
of the duty to preserve any relevant data on their dual-use devices.!!? The
ramifications for not placing a timely hold on relevant information are
significant—*harsh sanctions and penalties.”!'> Companies with less
control over employees’ mobile devices may also lose the opportunity in
eDiscovery to scan ESI for relevance and privilege.!'* In the absence of
a formal BYOD policy, companies may still have a personal-device
workplace.!'> Companies with BYOD workers risk being held
responsible and incurring penalties for employee evidence spoliation.!'!®
Companies have thus been required to implement and enforce their
BYOD guidelines and litigation hold practices over employee devices.!!”

109. Id.

110. Blair, supra note 101, at 151.

111. Id. at 153; see also Commentary on BYOD, supra note 98, at 531 (“In the BYOD
context, the concept of “control” can be particularly murky and ripe for disputes due to the overlap
of personal and business information on the device, as well as the physical possession and
ownership of the device by the employee.”).

112. Mathiason & McGuire, supra note 5, at 17-18, 21.

113. Blair, supra note 101, at 161; see also Commentary on BYOD, supra note 98, at 528
(“Organizations cannot ignore their discovery obligations merely because a device containing
unique, relevant ESI is also used for personal purposes.”).

114. Blair, supra note 101, at 161.

115. Id.

116. Mathiason & McGuire, supra note 5, at 23.

117. The Sedona Conference, Commentary on Discovery of Mobile Device Data, 26 SEDONA
CONF. J. 735, 752-53 (2025) [hereinafter Commentary on Mobile Device Discovery]. Among
BYOD policy factors that may influence a judicial finding of Rule 34 control are:

(1) require[ments for] employees to cooperate with company requests for
information on or access to mobile devices in their possession; (ii) specifi[cation]
that the organization retains ownership of or control over any business
information on an employee’s personal device at all times; (iii) permi[ssion for]
employees to use personal devices for company business and to access company
systems, and whether such permissions are granted in exchange for the
organization’s right to obtain the device or access or collect data on the device
on demand; (iv) state[ments] that an employee waives any rights or expectations
of privacy with respect to their personal devices or data on those devices; (V)
require[ments for] employees to waive any rights or expectations of privacy as a
condition of using the device to communicate about company business or access
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Furthermore, uncontrolled data on employee devices is an information
security threat. “[T]he biggest risk to companies implementing a BYOD
program is corporate data loss.”!'® Company data on personal devices
poses challenges for eDiscovery and business integrity.

To address BYOD weaknesses, companies have altered their
practices. To that end, mobile device management (MDM) software has
grown. MDM is “a very popular safety and administrative solution”
enabling IT departments to “control and secure” devices connected to a
company’s network.!!” With MDM services, companies can encrypt, lock
up or wipe clean, track, and access employees’ personal mobile
devices.'?” If a company could “containerize” its data on an employee’s
personal device, it would gain control of and insight into the
information.'”! Setting up an MDM system in place is useful for
companies, because they “can’t just expect to have every employee
somehow bring in their device when an e-discovery event happens and
try to cultivate data at that time.”'?? Regulators are also urging companies
to exercise greater control over employee devices. The Financial Industry

company systems; or (vi) . . . silen[ce] on giving an organization access to the
employees’ mobile device, and to personal content on the mobile device.

1d.; see also Commentary on BYOD, supra note 98, at 531 (“A ‘consent’ or ‘acknowledgement’
or other agreement that the employee signs and that recognizes that the organization owns or
controls the ESI would likewise give the organization possession, custody, or control of the ESI,
and the resulting obligation to consider the device when meeting its discovery obligation.”).

118. Blair, supra note 101, at 166; see also Jacob A. Young, Tyler J. Smith, & Shawn H.
Zheng, Call Me BIG PAPA: An Extension of Mason’s Information Ethics Framework to Big Data,
2020 J. THE MIDWEST ASS’N FOR INFO. Sys. 30-31 (2020), https://www.metrostate.edu/sites/
default/files/2020-09/volume-july-2020-oneclickprintable.pdf  [https://perma.cc/ZQ2B-KJAH]
(declaring the BYOD phenomenon “leads to several privacy and security implications, especially
as it pertains to data breaches stemming from lost and stolen devices.”).

119. Bring Your Own Device, supra note 106.

120. Blair, supra note 101, at 166. For a discussion of BYOD policies and MDM systems in
relation to employee privacy, see generally Lauren E. Douglas, Is Workplace Privacy Dead? The
Effects of “Bring Your Own Device” Policies on Employee Privacy, WAKE FOREST L. REV.
CURRENT ISSUES BLOG (Mar. 11, 2022), https://www.wakeforestlawreview.com/2021/03/is-
workplace-privacy-dead-the-effects-of-bring-your-own-device-policies-on-employee-privacy/
[https://perma.cc/JJ6A-9WI2].

121. Proliferation of BYOD Leads to E-Discovery Headaches, 51 INFO. MGMT. 11, 11
(2017). But cf- Commentary on BYOD, supra note 98, at 555 (raising privacy concerns and saying,
“There are unique legal challenges to the successful implementation of a BYOD program,
particularly in the international context and due mainly to data privacy and data protection laws.
In the European Union and many other jurisdictions, data privacy is considered a human right.”).

122. Jaclyn Jaeger, e-Discovery Challenges in Mobile Computing Era, COMPLIANCE WK.
(Feb. 2012) (internal quotations omitted); see also Commentary on Discovery of Mobile Device
Data, supra note 117, at 754 (“Given the potential complexity of identifying, preserving, and
collecting mobile device data, it is often advisable to meet and confer with opposing parties early
in a matter and attempt to reach consensus on mobile device data that will be considered in-scope
for the matter.”).
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Regulatory Authority (FINRA), for instance, directed financial firms to
supervise, retrieve, and retain mobile-device communications.'?*> Some
companies are now returning to employer-provided phones.!** MDM and
“work phones” may afford companies security and control that was
weakened by BYOD.

VI. JUDICIAL TESTS FOR “POSSESSION, CUSTODY, OR CONTROL”

There are various standards that courts have developed for
determining possession, custody, or control.'”> Some courts,
alternatively, combine these tests into a unique variation or apply an
altogether different analytical framework. The three main tests are (1)
legal right; (2) legal right plus notification;'?¢ and (3) practical ability.
Insofar as one of these particular tests is used, legal right and practical
ability are the most common.

A. “Legal Right” Standard

According to the legal right test, a party has possession, custody, or
control when it has the legal right to obtain the documents on demand.'?’
Some courts unhelpfully state the test as “possession, custody, or control,
or has the legal right to obtain the documents on demand.”!?® The legal
right test is grounded in legal authority as the basis for control—a
contract, statute, or policy, for example. A party’s actual possession of
information is not necessary, and the practical ability to procure
information is not sufficient. Rather, some formal legal mechanism must
exist conferring upon a party the right to such information.

123. Jaeger, supra note 122.

124. See Scott Moritz, Work Phones Make a Comeback as Offices Ban WhatsApp, TikTok,
L.A. TimMES (Mar. 3, 2023), https://www.latimes.com/business/story/2023-03-03/work-phones-
make-a-comeback-as-offices-ban-whatsapptiktok [https://perma.cc/Z7NZ-W3GU] (“Businesses,
especially those in finance, have grown concerned about the security of their data, and the
Securities and Exchange Commission and the Commodity Futures Trading Commission have
stepped up their scrutiny over unauthorized private communication on applications such as
WhatsApp and through personal email.”).

125. See Rule 34 and 45 Commentary, supra note 15, at 2 (There is “a split of authority
between circuits that apply a ‘practical ability’ standard, circuits that apply a ‘legal right’ standard,
[and] those that have applied a ‘legal right plus notification’ standard.”).

126. Few cases have mentioned this “Legal Right Plus Notification Standard” except by way
of a passing reference. See, e.g., St. Clair Cnty. Emp.’s Ret. Sys. v. Acadia Healthcare Co., No.
3:18-CV-00988, 2022 WL 4095387, at ¥*9 (M.D. Tenn. Sep. 7, 2022), aff'd, No. 3:18-CV-00988,
2023 WL 3659734 (M.D. Tenn. May 25, 2023).

127. “Control is defined not only as possession, but as the legal right to obtain the documents
requested upon demand.” Searock v. Stripling, 736 F.2d 650, 653 (11th Cir. 1984).

128. In re Bankers Tr. Co., 61 F.3d 465, 469 (6th Cir. 1995); see also Rule 34 and 45
Commentary, supra note 15, at 19 n.10 (collecting cases). The legal right test has been used,
though non-exclusively, in the Third, Fifth, Sixth, Seventh, Eighth, Ninth, Tenth, and Eleventh
Circuits. Id. at 19.
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B. “Legal Right Plus Notification” Standard

The legal right plus notification test is a close corollary of the legal
right test. Like the latter, it requires a legal right to obtain relevant
documents and ESL'?° It also requires, as the name suggests, a
notification. In the event that a party “cannot fulfill this duty to preserve
because he does not own or control the evidence,” then “he still has an
obligation to give the opposing party notice of access to the evidence or
of the possible destruction of the evidence if the party anticipates
litigation.”!3® This test applies when its condition precedent—inability to
preserve or lack of control over evidence—is triggered. Thus, for
determining control as under the Federal Rules, the analysis is
substantially similar to that undertaken for the legal right test.

C. “Practical Ability” Standard

The practical ability test is widely adopted and more expansive than
the legal right test. It requires production of documents and ESI “not in a
party’s possession . . . if a party has the practical ability to obtain the
documents from another, irrespective of legal entitlements to [or actual
possession of] the documents.”!*! In other words, if a person or entity
other than the responding party has actual possession of documents or
ESI, the responding party may still have control under the Federal Rules
if it may direct or influence the actual possessor. Under the practical
ability standard, if one can easily obtain documents or ESI from another,
then it has control for the purposes of discovery preservation and
production.

129. Rule 34 and 45 Commentary, supra note 15, at 20.

130. Silvestri v. General Motors Corp., 271 F.3d 583, 591 (4th Cir. 2001); see also Rule 34
and 45 Commentary, supra note 15, at 24-27 nn.17-21 (collecting cases). The practical ability
test has been used, though non-exclusively, in the Second, Fourth, Eighth, Tenth, Eleventh, and
District of Columbia Circuits. /d. at 24.

131. Ice Corp. v. Hamilton Sundstrand Corp., 245 F.R.D. 513, 517 (D. Kan. 2007) (citation
omitted); see also Rule 34 and 45 Commentary, supra note 15, at 22 n.15 (collecting cases).
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D. “Hybrid” Standards

Some courts blend the two major tests,'3? others evaluate the nature of

the employment relationship and the terms of any BYOD policies,'** and
some courts have considered prior practices of information sharing. For
example, in Stanz v. Brown,'?* the Court recognized that control was
defined as the legal right to obtain documents upon demand, recognized
that a party has a duty to conduct a reasonable inquiry into the factual
basis of discovery responses, and thereafter extrapolated that “a party
responding to a Rule 34 production request is under an affirmative duty
to seek that information reasonably available to it from its employees,
agents, or others subject to its control.”!*> The caselaw is filled with the
blending of tests that suggest legal right is the standard for control and
then extend beyond—whether intentionally or inadvertently—into a
practical ability application.

VII. APPLICATION OF THESE TESTS TO PERSONAL EMPLOYEE MOBILE
DEVICES

Because of variations in tests and their applications, and the
circumstances of each case, outcomes in discovery disputes have likewise
varied.

132. See, e.g., In re Bankers Tr. Co., 61 F.3d 465, 469 (6th Cir. 1995) (“[D]Jocuments are
deemed to be within the ‘possession, custody or control’ for purposes of Rule 34 if the party has
actual possession, custody or control, or has the legal right to obtain the documents on demand.”);
Prokosch v. Catalina Lighting, Inc., 193 F.R.D. 633, 636 (D. Minn. 2000) (“Specifically, control
is defined as ‘the legal right, authority, or ability to obtain upon demand documents in the
possession of another.’”) (quoting Florentia Cont. Corp. v. RTC, No. 92 Civ. 1188, 1993 WL
127187 at *3 (S.D.N.Y. Apr. 22, 1993)); Goodman v. Praxair Servs., Inc., 632 F. Supp. 2d 494,
515 (D. Md. 2009) (“Rule 34 ‘control’ would not require a party to have legal ownership or actual
physical possession of any documents at issue. Instead, documents are considered to be under a
party’s control when that party has ‘the right, authority, or practical ability to obtain the documents
from a non-party to the action.’”) (quoting /n re NTL, Inc. Secs. Litig., 244 F.R.D. 179, 195
(S.D.N.Y.2007)).

133. The “BYOD policy does not assert Hormel’s ownership over any data other than data
‘sourced from Hormel systems and synced between the mobile device and its servers’—which
does not include text messages (except, perhaps, if the employee copied data sourced from a
Hormel system and embedded it in a text)}—nor does it assert Hormel’s right to demand that its
employees allow it to access or inspect any other data. Hormel’s right and ability to remotely wipe
an entire phone is for the sole and express purpose of removing company data—such as in
response to the phone being lost or stolen. The company’s ability to wipe personal data from a
personally-owned device by resetting the device to a factory floor state in order to purge company
data does not give the company control—legal or practical—over that personal data.” /n re Pork
Antitrust Litig., No. 18-CV-1776 (JRT/HB), 2022 WL 972401, at *5 (D. Minn. Mar. 31, 2022).

134. No. 22-CV-01164-GPC-JLB, 2025 WL 1617102 (S.D. Cal. June 6, 2025).

135. Id. at *6 (citing A. Farber & Partners, Inc. v. Garber, 234 F.R.D. 186, 189 (C.D. Cal.
20006)).
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A. The “Legal Right”

Contemporary cases employing the legal right test with respect to
employee ESI look for clear signs of an agreement or arrangement
ratifying control. In the context of employer control over employees’
personal devices, the legal right test has generally been difficult to pass.

In Cotton v. Costco Wholesale Corp.,'>® the court assessed the nexus
between an employee’s personal phone and the contents thereon to
determine whether text messages were discoverable under Rule 34."37 A
former Costco employee suing the company for discrimination requested
the text messages of other Costco employees that were housed on these
individuals’ personal mobile devices.'*® In considering whether the
messages fell within the parameters of Rule 34, the court invoked the
legal right test.!>® The court reasoned that the cell phones were not issued
by Costco to its employees and the employees represented that they did
not use the cell phones for work purposes.'* On that basis, the court
determined that Costco did not have possession, custody, or control of
the text messages and denied the plaintiff’s motion to compel.'*! The
court’s analysis demonstrates that an employer does not have control over
an employee’s personal mobile device under the legal right test absent a
mechanism of legal authority. Costco had neither provided employees
with phones nor outlined an official use policy conferring power over
personal mobile devices.

B. Employee Handbooks and Agreements and “Legal Right”

The court in Krishnan v. Cambia Health Solutions, Inc.,'** identified
several factors to consider in determining whether a company has control
over personal employee devices and evaluated the terms of a company
handbook governing electronic messaging systems.!'** The court stated
that to determine whether an employer has legal right control over
workers’ personal devices, it evaluates whether the employer issued the
devices, the devices were used for work, and the company had a right to
obtain communications from the devices.'** With respect to those factors,
the court found employees had used personal devices to discuss work, but
the cell phones were not company-owned and were not routinely used for

136. No. 12-2731-JW, 2013 WL 3819974 (D. Kan. July 24, 2013).
137. Id. at *6.

138. Id.

139. Id. (citing Noaimi v. Zaid, 283 F.R.D. 639, 641 (D. Kan. 2012)).
140. Id.

141. Id.

142. No. 2:20-cv-574-RAJ, 2021 WL 3129940 (W.D. Wash. 2021).
143. Id. at *2.

144. Id.
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business.!* The employer also had a company policy that the court
weighed.!#6 The applicable handbook provided, “employees ‘do not have
an expectation of privacy in the electronic messaging systems used during
.. . employment.””!*7 It added that company management could access
such data at its discretion.'*® Such access included reviewing,
investigating, and disclosing “any use” of the “computer, email, instant
messaging, telephone and internet systems.”'® The court, however,
interpreted the handbook “language [to] clearly refer to employees’ use
of the employer’s devices and electronic systems, not employees’ use” of
personal mobile devices and text messaging abilities.!>® Thus, the court
ruled that defendants were not in control of the requested messages.'>!
Despite the employer maintaining a company policy on electronic
messaging and employees exchanging messages relating to work on their
personal cell phones, the plaintiff could not establish control under the
legal right standard.

On the other hand, in Weston v. Docusign, Inc.,'>* the court found an
explicit employment agreement pertaining to personal mobile device use
sufficient to establish employer control by legal right.!> In this securities
fraud litigation, plaintiffs sought text messages from non-defendant
custodians.'>* Plaintiffs had demonstrated that employees did carry out
their work by text at times.!>> Most important for the court’s analysis,
Docusign’s employment agreements expressly stipulated, “if employees
used any personal device to transmit any Company information, they
agree[d] . . . [the company] may have access to such personal devices to
retrieve it.”!>® Thus, despite not having actual possession of employees’
phones, the court concluded the employer had the right to obtain the
desired text messages.'>” When the employer has an agreement directly

145. Id.

146. Id.

147. Id.

148. Id.

149. Id. (internal quotations omitted).

150. Id. (emphasis in original).

151. Id.; cf. In re Citric Acid Litig., 191 F.3d 1090, 1108 (9th Cir. 1999) (“Ordering a party
to produce documents that it does not have the legal right to obtain will oftentimes be futile,
precisely because the party has no certain way of getting those documents.”); Robinson v.
Moskus, 491 F. Supp. 3d 359, 364 (C.D. Ill. 2020) (concluding “a party’s ‘practical ability’ to
obtain the documents is irrelevant absent a legal right to do s0”).

152. No. 22-cv-00824-WHO, 2024 WL 3446924 (N.D. Cal. July 15, 2024).

153. Id. at *7.

154. Id. at *3.

155. Id. at *6.

156. Id. at *7 (citation modified).

157. 1d.; cf. Order RE: Player Agent Discovery Dispute, Jones v. PGA Tour, Inc., No. 5:22-
CV-04486 at *2 (N.D. Cal. Nov. 17, 2022) (applying the legal right test in response to a request
for custodial ESI from agents representing professional golfers, finding “It is not credible that the
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establishing its authorization to access employees’ personal devices, that
establishes control under the legal right test.

But, in Halabu Holdings, LLC v. Old National Bancorp,'>® the court
found that “without further indicia of control” or employment policies,
the requesting party failed to establish the employer’s legal right to
control employees’ personal cell phones.!® The plaintiff had requested
records generated in the scope or course of employees’ “performance of
their responsibilities for the [blank.”!*® The court, though, found the
plaintiff’s argument, “that information on an employee’s personal device
may be compelled by way of a document request directed to the employer
without any further indicia of control over the device by the employer,”
to be without “support in any case . . . for good reason.”'®! The court
rejected such a principle as seriously infringing employees’ rights to
privacy and property.'®? Rule 34 control, the court explained, “is context-
specific.”!% As the court described, “[sJome workplaces have, by
agreement and practice, defined rights and responsibilities regarding
personal cell phone and computer device use in connection with the
employer’s business.”!%* Company contracts that provide a right of access
to employees’ personal devices and agreements that manage corporate
information thereon “are entitled to judicial respect.”!%® In this case, there
were no writings or standards of that sort to which the plaintiff could
point.'%® Moreover, the plaintiff “made no effort to establish . . . control
over the personal devices.”'®” Absent proof of a “set of circumstances

Players cannot obtain responsive documents from their own agents,” and thus concluding
“custodial ESI (email and device-level data) in the actual possession of the Players’ agents is
within their ‘control’ within the meaning of Rules 34 and 45.”); Miniace v. Pac. Mar. Ass’n, No.
C 04-3506 ST, 2006 WL 335389, at *7-8 (N.D. Cal. Feb. 13, 2006) (directing that documents in
possession of current directors be produced).

158. No. 20-10427, 2020 WL 12676263 (E.D. Mich. June 9, 2020).

159. Id. at *2-3; see also Rattie v. Balfour Beatty Infrastructure, Inc., No. 22-cv-05061-RS
(LJC), 2023 WL 5507174, at *4 (N.D. Cal. Aug. 25, 2023) (finding that the plaintiff “failed to
establish a sufficient factual record” to request personal text messages from management
witnesses. The court also highlighted that the responding party provides work-issued phones to
management and expects them to use such phones for work. On these grounds, the court deemed
the defendant—employer not to have control under the legal right test.).

160. 2020 WL 12676263, at *1.

161. Id. at *2.

162. Id. The court also explained that “workplaces are ever evolving” through remote work
and smartphones, thus confusing the distinction between personal and work. /d. at *3. “But an
employee’s sense of privacy and ownership of information should not be forfeited without an
adequate discovery process to address those interests.” Id.

163. Id.

164. Id.

165. Id.

166. Id.

167. Id.



190 JOURNAL OF TECHNOLOGY LAW & POLICY [Vol. 30

demonstrating control,” the requesting party did not satisfy its burden.'*®
Finally, the court advised that Rule 45 subpoenas were available and
proper.'® As Halabu reflects, the legal right test prioritizes formal
agreements in demonstrating Rule 34 control. In practice, courts have
used the legal right test to good effect where clear contractual or
regulatory rights exist—for example, in enforcing BYOD
acknowledgments that expressly reserve employer access to work content
or in regulated industries with detailed record-keeping rules. Yet those
cases highlight the test’s limits: actors who wish to avoid discovery can
structure relationships to leave critical communications outside any
formal entitlement, even as they remain central to corporate
decision-making.

Defenders of the legal right test argue that its under-inclusiveness is a
virtue, not a defect, because it respects personal-property boundaries and
encourages careful drafting of policies and agreements. That virtue,
however, depends on an unrealistic assumption that employees freely
bargain over device-access terms and that regulators and courts can keep
pace with new technologies and practices that make work
communications appear “personal” by design.

C. “Practical Ability”

Courts applying the practical ability test take a permissive tack. The
test is less formalistic and more pragmatic than the legal right test. Courts
applying it may impose expectations and obligations on responding
parties beyond what would be required under the legal right test. If the
circumstances evince the ability to obtain requested information, courts
are likely to compel production.

In Ronnie Van Zant, Inc. v. Pyle,'’® the court analyzed whether a
movie production company had control over a director it had hired to
determine whether to impose Rule 37!"! spoliation sanctions in light of
unpreserved text messages.!’? After a dispute arose in the planning of a
movie about Lynyrd Skynyrd, the director switched cell phone providers,
acquired a new cell phone, and did not back up existing text messages
that included correspondence with the plaintiff.!”® The production
company contested the motion for sanctions, arguing that it had not

168. Id.

169. Id.

170. 270 F. Supp. 3d 656 (S.D.N.Y. 2017), vacated, No. 17-cv-3360, 2019 WL 13550673
(S.D.N.Y. Jan. 7, 2019). While the 2017 decision was vacated by order of the Second Circuit, the
analysis therein remains instructive.

171. See FED. R. C1v. P. 37(e) (imposing sanctions for failure to preserve ESI).

172. Ronnie Van Zant, 270 F. Supp. 3d at 669.

173. Id. at 667.
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controlled the director’s phone and the information that was lost.!” The
court, reasoning through the practical ability test, underscored that the
director had contracted, worked closely, and shared litigation documents
with the production company.'”> Additionally, the director had a financial
interest in the litigation’s outcome because he was owed a percentage of
the proposed film’s earnings.!”® Though “determining practical control is
not an exact science,” the court decided that the aforementioned factors
and “common sense” established that the production company,
“practically speaking,” controlled the director’s text messages.!”” A
professional relationship and record of close collaboration indicate that a
responding party has the practical ability to control information in the
hands of such non-party.

Similarly, if a corporate officer possesses information as part of her
company duties, the employer is likely to control it under the practical
ability standard. In CA4, Inc. v. AppDynamics, Inc.,'’® corporate officers
used personal email accounts for work purposes.'’”” The court presented
the issue as “whether the documents were created in connection with the
officer’s functions as a corporate employee.”'®® And if they were, then
the corporation retains a proprictary interest in the documents and the
employee has to turn them over.'®! Put simply, “corporations have control
over their officers and employees sufficient to require production of the
documents in their possession.”'®? Thus, if an employee produces
information in furtherance of her job as an officer, the information is
within the company’s control and must be disclosed.'®®> Here, company
founders and officers had personal email accounts which the plaintiff
suspected with “some justification” to house relevant emails.!8*
Testimony showed that on “at least one occasion,” a corporate officer
forwarded one email from his work account to his personal account.!'®®
Another officer testified, “albeit somewhat ambiguously,” that he had

174. Id. at 669.

175. Id. (“Cohn was contracted by Cleopatra to work on the Film, and the evidence has
establishes [sic] that he worked closely with Cleopatra for over the past year. Over the course of
the instant litigation, Cohn has participated by providing documents and took a deposition sought
by Plaintiffs during discovery.”).

176. Id.

177. Id.

178. CV 13-2111 (WFK) (SIL), 2014 WL 12860591 (E.D.N.Y. Sep. 8, 2014).

179. Id. at *4; but see Owen v. Elastos Found., 19-CV-5462 (GHW) (BHM), 2023 WL
2537287, at *2 (S.D.N.Y. Mar. 16, 2023) (declining to find control over a corporate director’s
personal Gmail account).

180. C4,2014 WL 12860591, at *3.

181. Id.

182. Id.

183. Id.

184. Id. at *4.

185. Id.
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used his personal account in creating the company.'®® The court found
“these examples sufficient to direct that Defendant produce responsive
documents maintained on these accounts.”!®” Doing so, the court opined
it “worth recognizing” that concluding otherwise “would not make
sense.”!®® To rule that a company did not have Rule 34 control, the court
asserted, “would be tantamount to an invitation for executives” to
maintain two email accounts—*“one discoverable and the other not.”'®
Thus, the court deemed the practical ability test satisfied on a modest
evidentiary showing and without imposing a strict burden on the
requesting party.

The practical ability test responds to precisely this evasion concern by
instructing courts to look beyond formal entitlements to the realities of
how information flows within an organization. Properly applied, it can
prevent parties from defeating discovery by offloading critical
communications to loosely affiliated insiders or personal devices.

At the same time, practical ability is vulnerable on the very criteria
that matter most in the mobile-device context: it provides little ex ante
guidance to parties designing compliance programs, invites highly fact-
bound mini-trials about “ability” in every case, and can be read to support
de facto mandates that employers pressure employees to surrender access
to deeply personal devices.

D. Hybrid Applications

Often, courts enunciate that they are using one test but then start to
blend other concepts into their analysis. Some courts modify, reinterpret,
distinguish, or decline to follow the prevailing possession, custody, or
control tests. That contributes to inconsistency in the law and
unpredictability for litigants. When courts lean into judicial discretion,
case outcomes can vary widely.

For example, the court in Goolsby v. County of San Diego,"° stated it
was applying a legal right test, but then started to assess whether
employees’ personal devices had been used for work purposes to thereby
establish employer control.!”! A prisoner had filed a civil rights action
against the county arising out of his stay in the San Diego County Jail.!?
He sought messages from deputies’ personal phones, alleging that
employees carried and used such devices at work.'”* The county denied

186. Id.

187. Id.

188. Id.

189. Id.

190. No. 3:17-cv-564-WQH-NLS, 2019 WL 3891128 (S.D. Cal. Aug. 19, 2019).
191. Id. at *4.

192. Id. at *1.

193. Id. at *4.



2026] TIME FOR AMENDMENTS TO THE FEDERAL RULES 193

possession, custody, or control of the personal mobile devices but had
instructed the employees to search their work-issued phones and
computers for responsive information.!”* Though the court
acknowledged that federal courts are divided on what constitutes Rule 34
control, it relied on the legal right test and cited to Cotton.'*> “Generally,”
the court said, “the plaintiff must show that personal devices were used
for business purposes.”’”® The burden of showing responding-party
control over the requested ESI lies with the requesting party.'®” Here,
though, the plaintiff “only offer[ed] his own speculation that deputies
use[d] their personal devices while at work.”!*® Additionally, no evidence
supported that deputies’ use of personal devices was for their work.'”’
Finally, the court explained that the defendant had already searched
government-owned devices and attested to producing all relevant
information.?”’ “Under these circumstances,” the court determined,
“there [wa]s nothing left to compel.”?’! Because the plaintiff could not
show that the county had any legal basis for claiming a right to its
employees’ personal phones on these facts, the employer did not have
control.

In Servicios Funerarios GG, S.A. de C.V. v. Advent International
Corp.,**? the court analyzed the issue of control even though it recognized
that the employee was using a company-issued cell phone. Hence, it
should have just found that the company possessed the device.

A court may decline to follow a test but still reason on the basis of
both. In In re Pork Antitrust Litigation,>® the court explained the legal
right and practical ability tests but declined to find company control over
text messages on employees’ personal phones “regardless of the standard
applied.”?®* The court stated that the Eighth Circuit had not defined
“control” but that different courts employ the legal right and practical
ability tests, respectively.?%® It presented each test, methodically detailing

194. Id.

195. Id.

196. Id.

197. Id.

198. Id.

199. Id.

200. Id.

201. Id.

202. Servicios Funerarios GG, S.A. de C.V. v. Advent Int’l Corp., No. 23-10684-IT, 2023
WL 8544790, at *1 (D. Mass. Dec. 11, 2023), aff’d, No. 1:23-cv-10684-1T, 2024 WL 2748348,
at *2 (D. Mass. May 29, 2024).

203. In re Pork Antitrust Litig., No. 18-cv-1776 (JRT/HB), 2022 WL 972401, at *3 (D.
Minn. Mar. 31, 2022).

204. Id. at *4. The plaintiffs also complained, reminiscent of the legal right plus notification
test, that the responding party had not notified them that it disclaimed control of the desired cell
phones. Id. at *1.

205. Id. at *3.



194 JOURNAL OF TECHNOLOGY LAW & POLICY [Vol. 30

the strengths and weaknesses.?% It decided, though, that “[i]n this case,”
it “need not choose between” them.??” In its factual examination, the court
described the responding party’s BYOD policy as providing ownership
of company data but disclaiming ownership of text messages on personal
devices.?®® The court rejected the BYOD justification for control.? The
court evaluated a practical-ability-grounded argument premised on the
employer-employee relationship.?!® While the court accepted that
“custodians may feel a sense of company loyalty,” or “have an interest in
the company’s financial health,” the court was sensitive to the power
dynamics of an employer-employee relationship and thought it went “too
far” to conclude that an employer would have a practical ability to control
texts on personal phones.?!! That reasoning conflicts with CA, Inc.,
however, which proclaimed the opposite while also reasoning through a
practical ability analysis: “[C]orporations have control over their officers
and employees sufficient to require production of the documents in their
possession.”?'? While the court did not declare its adherence to either
predominant test, it considered both and vacillated between them, which
does not provide litigants a clear sense of direction.

In the absence of a definitive test for control, courts may apply the law
inconsistently. In Allergan, Inc. v. Revance Therapeutics, Inc.,*'® the
court discussed both tests, selected one, and ultimately waffled between
them.?!'* Much like in In re Pork, the court outlined both tests and posited,

206. See id. at *4 (noting that it may be futile to command a party to produce documents it
does not have the right to obtain but pointing out “a strong argument” that a party’s relationship
with a non-party may establish that “fairness would require” producing documents).

207. Id. at *4.

208. Id. at *5.

209. Id. at *6.

210. Id.

211. Id. In Sports Rehab Consulting LLC v. Vail Clinic, Inc., No. 1:19-cv-02075-WIM-SBP,
2025 WL 1144559, at *8 (D. Colo. Apr. 18, 2025), the court similarly wrote, “Surely, a typical
employee does not expect to be compelled to turn over their personal cell phone simply because
their employer has become embroiled in litigation . . . . And such an employer-directed document
request plainly implicates both the privacy and property rights of the targeted employee.” As in
In re Pork, the Sports Rehab court referenced both the legal right and practical ability tests, finding
no control over personal device text messages under either. Id. at *6. It concluded, however, by
combining the logic underlying each test, stating that the requesting party “failed to meet their
obligation to show that Vail Health had the legal right—coupled with the practical ability—to
obtain and produce text messages on the personal devices of either current or former board
members or employees.” /d. at *9 (emphasis added).

212. CA4,2014 WL 12860591, at *3.

213. No. 3:23-cv-00431, 2025 WL 984792 (M.D. Tenn. Mar. 17, 2025).

214. Id. at *9; see also Kelly Twigger, Episode 171: Is a BYOD Policy the Key to
Determining Employer Control Over Employees’ Personal Phones?, MINERVA 26 (Apr. 20,
2025), https://minerva26.com/episode-171-is-a-byod-policy-the-key-to-determining-employer-
control-over-employees-personal-phones/ [https://perma.cc/EA2L-NW5B] (discussing
Allergan); cf. Selectica, Inc. v. Novatus, Inc., No. 6:13-cv-1708-Orl-40TBS, 2015 WL 1125051,
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“[wl]ithin these varying applications of Rule 34(a) ‘control’ standards,
relatively few courts have addressed . . . the context of an employer’s
Rule 34(a) control over its employees’ personal devices.”?!> The court,
then, cited with approval In re Pork.>'® Ultimately, though, it decided to
“apply the ‘legal right’ standard.”?!” In response to the requesting party’s
argument that the employer had control over employees’ personal devices
because they were used for work purposes, the court deemed that
suggestion lacking.?'® In doing so, it overlooked and implicitly rejected
reasoning employed in Goolsby and Krishnan, other cases which
considered Rule 34 control under the legal right test.?!* After “adopt[ing]
and appl[ying]” the legal right test, the court “further rule[d]” that the
responding party did not have control based on the practical ability test,
either.??’ The court concluded the practical ability test failed to establish
control “for the same reasons” that the legal right test fell short.??! By
giving that assessment, the court collapsed the distinction between the
two tests, even as the legal right test is tailored to requiring a formal
mechanism of legal control, whereas the practical ability test is rooted in
the functional aspects of employer-employee relations.

Courts may perform an individualized inquiry separate from either
test based on the facts of a particular case. In Miramontes v. Peraton,
Inc.,*** the court acknowledged the existence of the legal right test but
rejected any one-size-fits-all standard in favor of a fact-based analysis.???

at *4-5 (M.D. Fla. Mar. 12, 2015) (citing the practical ability test but subsequently invoking the
employer—employee relationship as one “‘which evidence[s] a legal right . . . to obtain a
document.””) (citation omitted) (emphasis added).

215. Allergan, 2025 WL 984792, at *6.

216. Id. at *7.

217. Id.

218. Id.

219. See Goolsby v. Cnty. of San Diego, No.:3:17-cv-564-WQH-NLS, 2019 WL 3891128,
at *4 (S.D. Cal. Aug. 19, 2019) (describing the standard for the legal right test: “[GJenerally the
plaintiff must show that personal devices were used for business purposes.”); Krishnan v. Cambia
Health Sols., Inc., No. 2:20-cv-574-RAJ, 2021 WL 3129940, at *2 (W.D. Wash. 2021)
(identifying whether a personal device was used for work as a factor to consider in evaluating a
party’s legal right to control a non-party’s personal device).

220. Allergan, 2025 WL 984792, at *9.

221. Id.

222. No. 3:21-CV-3019-B, 2023 WL 3855603 (N.D. Tex. June 6, 2023).

223. Id. at *5; see also H.J. Heinz Co. v. Starr Surplus Lines Ins. Co., No. 2:15-cv-00631-
AJS, 2015 WL 12791338 (W.D. Pa. July 28, 2015), report and recommendation adopted, 2015
WL 12792025, at *4 (W.D. Pa. July 31, 2015) (finding employer control over employees’
personal phones under a BYOD policy without discussing any possession, custody, or control
test). But see Ewald v. Royal Norwegian Embassy, No. 11-CV-2116 SRN/SER, 2013 WL
6094600, at *10 (D. Minn. Nov. 20, 2013) (declining to order production of personal mobile
devices without discussing either possession, custody, or control test where the requesting party
did not “demonstrate[] her entitlement to such devices”); but cf. Bratcher v. Navient Sols., Inc.,
249 F. Supp. 3d 1283, 1286 (M.D. Fla. 2017) (declining to allow the requesting party to inspect
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The responding party claimed it had no control over employee
communications without a “legal right to obtain them on demand.”*** The
court appreciated the “intuitive appeal” of such a “bright-line test,” but
declined to follow one.?* Rather, it explained that “the realities of
modern business require a fact-specific approach.”??® The court found
persuasive that the responding company did not provide company-owned
devices to employees and that employees often used their phones for
work.??” As the court laid out, most employees use their cell phones for
work, many companies do not provide work-issued devices, and courts
following the legal right test would permit employers to shield their
information on employees’ personal phones from discovery.??® In
recognition of those pragmatic considerations, the court “agree[d] with
other courts” that ESI on “employees’ personal devices may be under the
control of their employer in certain circumstances.”**

VIII. EMPLOYER RESPONSIBILITY FOR EMPLOYEE SPOLIATION

Employers may be held responsible for employee spoliation.
Spoliation arises when evidence is destroyed, materially altered, or
inadequately preserved for another party’s use in pending or reasonably
foreseeable litigation.”** Courts’ authority to administer sanctions for
spoliation derives from their inherent power to manage judicial processes
and Rule 37.%' The integrity of the justice system is the guiding

a cell phone “akin to a computer” in a Rule 26 request because “‘[T]here is no routine right of
direct access to a party’s electronic information system.’”) (citation omitted); Weisman v. Barnes
Jewish Hosp., No. 4:19-CV-00075 JAR, 2022 WL 850772, at *3 (E.D. Mo. Mar. 22, 2022)
(declining to require production of Telegram messages without discussing either test because of
the requesting party’s failure to show control by “not provid[ing] the court with information
sufficient to . . . question the truthfulness of Defendants’ representation that no responsive
document exist.”). For additional analysis of the Miramontes decision, see Kelly Twigger,
Episode 117: Will an Employer’s Failure to Preserve Text Messages on an Employee’s Personal
Mobile Devices Result in Sanctions?, MINERVA 26 (Sep. 7,2023), https://minerva26.com/episode-
117-will-an-employers-failure-to-preserve-text-messages-on-an-employees-personal-device-
result-in-sanctions/ [https://perma.cc/9ABV-4Q8H].

224. Miramontes, 2023 WL 3855603, at *5.

225. Id. In Lalumiere v. Willow Springs Care, Inc., NOL 1:16-CV-3133-RMP, 2017 WL
6943148, at *2 (E.D. Wash. Sep. 18, 2017), the court followed a bright-line test of a different sort.
Without mentioning either the legal right or practical ability tests, the court simply stated as a rule
that “a company does not possess or control the text messages from the personal phones of its
employees and may not be compelled to disclose text messages from employees’ personal
phones.”

226. Miramontes, 2023 WL 3855603, at *5.

227. Id.

228. Id.

229. Id.

230. Pension Comm. of Univ. of Montreal Pension Plan v. Banc of Am. Sec., LLC, 685 F.
Supp. 2d 456, 465 (S.D.N.Y. 2010).

231. Id.; see also FED. R. C1v. P. 37(e) (authorizing sanctions).
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principle.?*? The duty to preserve evidence is well established at common
law and is triggered once a party reasonably anticipates litigation.?** It is
“crystal clear” that any “breach of the duty to preserve, and the resulting
spoliation of evidence, may result in the imposition of sanctions.”?**
Thus, a party must lift information destruction procedures and implement
a litigation hold to preserve documents when litigation is reasonably
anticipated.??® If information is not adequately preserved and produced
on employees’ personal devices deemed under the employer’s control,
liability may still be imputed to the company and sanctions imposed.

It is important to distinguish three related but conceptually distinct
questions: when a party has “control” for purposes of Rule 34 production;
when a duty to preserve arises; and when sanctions are appropriate for
loss of information. Existing cases sometimes elide these inquiries, using
broad language about an employer’s responsibility for its agents’ acts of
spoliation to justify equally broad production obligations. An
agency-anchored test can clarify the relationship: it ties presumptive
control—and thus the core preservation duty—to a defined subset of
agents, while leaving sanctions doctrine to address egregious failures to
supervise or deliberate efforts to circumvent discovery, even when
control in the narrow sense is lacking.

A company is likely to be liable where its employee—agent spoliated
evidence. In Microvention, Inc. v. Balt USA, LLC,>*% the plaintiffs in a
trade secret misappropriation case alleged that the defendant’s employees
spoliated ESI on laptops and tablets by deleting thousands of files after
litigation had commenced.?*” The defendant—employer argued that it did
not control employees’ personal devices and that it had fulfilled its
obligations by issuing a hold with respect to information on work-issued
laptops.?*® Reasoning that “[t]he current trend . . . [is] to impute liability
for an agent’s spoliation to the principal based on ‘traditional notions of

232. Pension Comm., 685 F. Supp. 2d at 465.

233. Id. at 466.

234. Id.

235. Id.

236. No. 8:20-cv-02400-JLS-KES, 2023 WL 7476998 (C.D. Cal. Oct. 5, 2023).

237. Id. at *1, *9.

238. Id. at *26. Additionally, La Belle v. Barclays Cap., Inc., 340 F.R.D. 74, 84 (S.D.N.Y.
2022) is instructive. There, the court found that the “duty to search for messages on . . .
[employees’] personal cellphones did not arise until there was some indication that . . . [relevant
evidence] was contained on the personal devices.” Id. Barclays had a company policy prohibiting
employees from carrying out work on personal devices. /d. Barclays had preserved and produced
ESI from company-owned devices already. /d. at 83. Reasoning that “it [wa]s a close question,”
the court did not consider it unreasonable for Barclays to assume employees honored the company
policy. /d. at 84. The court conceded, “it is a better practice for a company to make a searching
inquiry of all relevant employees to determine whether they violated a company policy regarding
use of devices,” but “in light of the enormous demands that discovery places on any party” it did
not “find that Barclays acted unreasonably.” Id.
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agency law,”” the court decided it was “appropriate to hold Balt
responsible” for employee spoliation of evidence on personal devices,
lest an employer merely ask an employee to store information on its
behalf until after discovery.?* Even if the employee takes individual
action that spoliates evidence, the employer may be liable if it had
sufficient control over the information held by an employee—agent.

Even if an employee acted independently and against or in disregard
of company interests, the employer may still be liable. In E.1. du Pont de
Nemours and Co. v. Kolon Industries, Inc.*** the court imputed
employees’ spoliation to the company despite the company’s argument
that the employees’ actions were unauthorized, outside the scope of
employment, not taken in furtherance of the company’s interests, and in
contravention of corporate directives.?*! Rather, the court stated that
“[s]tandard principles of agency law govern the attribution of employees’
spoliation to the company.”?** Accordingly, the company “breached its
duty to preserve when key employees . . . deleted files and email items
from their personal computers in the days after DuPont filed the action
and after being apprised of their duty to preserve relevant information.””**?
Regardless of the employer’s “attempt to disassociate itself from the acts
of its executives and employees,” the court emphasized that employees
deleted files from computers used for work.>** The court declared, “[n]o
other conclusion” could be reached, and it would not “entertain
suggestions that short of a corporate policy or directive encouraging
spoliation . . . , then employees’ spoliation of relevant evidence should
not be imputed.”?%

239. Microvention, 2023 WL 7476998, at *26, *28; see also Victor Stanley, Inc. v. Creative
Pipe, Inc., 269 F.R.D. 497, 515 n.23 (D. Md. 2010) (“[A]gency law is directly applicable to a
spoliation motion, and the level of culpability of the agent can be imputed to the master.”);
Goodman v. Praxair Servs., Inc., 632 F. Supp. 2d 494, 522 n.16 (D. Md. 2009) (“A party may be
held responsible for the spoliation of relevant evidence done by its agents.”); Valentine v.
Mercedes-Benz Credit Corp., No. 98 CIV. 1815 (MBM), 1999 WL 787657, at *5 (S.D.N.Y. 1999)
(imputing liability through agents for failure to preserve evidence).

240. 803 F. Supp. 2d 469 (E.D. Va. 2011).

241. Id. at 506.

242. Id.

243. Id. at 500.

244. Id. at 506.

245. Id. at 507. Liability may attach to individual employees, too. See In re Pradaxa
(Dabigatran Etexilate) Prod. Liab. Litig., No. 312MD0285DRHSCW, 2013 WL 6486921, at *18
(S.D. 1ll. Dec. 9, 2013), rescinded on other grounds, 745 F.3d 216, 218-20 (7th Cir. 2014)
(warning, “[a]ny employee who refuses to allow the auto delete feature for text messages turned
off or to turn over his or her phone for the examination of the relevant space on that phone will
be subject to a show cause order of this Court to appear personally in order to demonstrate why
he or she should not be held in contempt of Court”); Paisley Park Enterprises, Inc. v. Boxill, 330
F.R.D. 226, 235 (D. Minn. 2019) (“. . . the duty to preserve still attached upon both individuals”).
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Ephemeral messaging presents a new issue for evidence preservation
and may be viewed skeptically by a court.?*® In Fed. Trade Commission
v. Noland **" after parties inadvertently learned about an FTC subpoena,
“Noland sent an invitation to Harris to install ‘Signal,” a mobile
messaging application that emphasizes user privacy, and separately sent
a message to the ‘SBH Leadership Council’ . . . stating that he had ‘[j]ust
sent y’all an important invite to an app you need to install.””?*® Messages
were deleted, and Rule 37(¢) sanctions followed.

IX. THE SEDONA CONFERENCE POSITION

The Sedona Conference,**’ a research and educational organization,
convened a working group to consider possession, custody, or control
under Rules 34 and 45 and adopted a recommendation of the legal right
test.”>° The Sedona Conference supports the legal right test as “reliable”
and “objective.”?! It argues that “control” under Rules 34 and 45 “should
be defined as the legal right to obtain Documents and ESI and ability to
produce them on demand.”?*? It reasoned that the legal right standard is
based in clear factors and established legal authorities, affords notice of

246. See Jennifer Joyce & Tracey Tran, What Ephemeral and Third-Party Messaging Apps
Mean for eDiscovery, EY (Oct. 1, 2024), https://www.ey.com/en_us/insights/forensic-integrity-
services/third-party-and-ephemeral-messaging-updated-guidelines [https://perma.cc/7C43-
D5YN] (“The rise of third-party and ephemeral messaging applications presents significant
eDiscovery challenges for companies,” including missing evidence, spoliation risk, and
comingled data); see also Tanya Ganguli & Nilesh Sanwalka, Disappearing Messages: Updating
Best Practices, INT’L BAR ASS’N (Sep. 13, 2022), https://www.ibanet.org/disappearing-messages-
updating-best-practices# edn4 [https://perma.cc/3L94-VPJF] (“instant messaging technologies
which provide an option only to retain data for a short period of time, (usually ‘self-destructing’
on review of the receiver or within up to 24 hours of message being delivered and referred to as
‘ephemeral messaging platforms’), means that managing communication records is becoming
increasing [sic] difficult”). Federal regulators are also reining in ephemeral messaging. Press
Release, FTC and DOJ, FTC and DOJ Update Guidance That Reinforces Parties’ Preservation
Obligations for Collaboration Tools and Ephemeral Messaging (https://www.ftc.gov/news-
events/news/press-releases/2024/01/ftc-doj-update-guidance-reinforces-parties-preservation-
obligations-collaboration-tools-ephemeral [https://perma.cc/N39X-C3NY]) (announcing
“updat[ed] language in their standard preservation letters and specifications for all second
requests, voluntary access letters, and compulsory legal process, including grand jury subpoenas,
to address the increased use of collaboration tools and ephemeral messaging platforms in the
modern workplace.”). See generally The Sedona Conference, Commentary on Ephemeral
Messaging, 22 SEDONA CONF. J. 435 (2021) (outlining guidelines for regulators, courts, and
organizations).

247. No. CV-20-00047-PHX-DWL, 2021 WL 3857413 (D. Ariz. Aug. 30, 2021).

248. Id. at *2.

249. THE SEDONA CONF., https://www.thesedonaconference.org/ [https://perma.cc/WUSH-
WTFE] (last visited Nov. 27, 2025).

250. See Rule 34 and 45 Commentary, supra note 15, at 1-3.

251. Id. at 64.

252. Id.
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applicable standards to parties, brings consistency, and takes into account
any competing legal consideration (e.g., foreign data privacy laws and
corporate structuring).?>® Additionally, the Sedona Conference contends
that the legal right test is supported by Restatement principles.>>* The
Sedona Conference argues that the legal right test “leads to fairer
results.”>> By endorsing the legal right test, The Sedona Conference
sought to realize a uniform national standard establishing “clear guidance
resulting in consistent application.”*® Separately, The Sedona
Conference explained that a requesting party can use a Rule 45 subpoena
if a Rule 34 responding party does not possess the legal right to obtain
information.”>” The Sedona Conference criticizes the practical ability test
as “inherently vague” and “unevenly applied,” leading to inconsistent
results.?*® Yet, as noted above, some plaintiffs and courts note that the
legal right test creates perverse incentives for employers to route
communications through personal devices to avoid discovery obligations.

Furthermore, The Sedona Conference urges the incorporation of a
notification principle, as under the legal right plus notification test. The
Sedona Conference recommends that responding parties who lack
possession, custody, or control of requested information “should, in a
reasonably timely manner,” notify the requesting party.?*® The Sedona
Conference proposes such notification as a defense against spoliation
sanctions or other liability arising out of a third party’s failure to preserve
information.?®® Notification aims to allow the requesting party the early
opportunity to “take steps to attempt to preserve or obtain” documents
from third parties.?¢!

The Sedona Conference found the practical ability test produces
“unfair results.”?®> The Sedona Conference similarly emphasizes that
organizations should not be compelled to terminate or discipline

253. Id. at 77-78.

254. Id. at 67.

255. Id. at78.

256. Id.

257. Id. at 79. Notably, The Sedona Conference highlighted as an “illustrative
situation[]/example[]” where there is no Rule 34 control “employer/employee relationships, e.g.,
employer does not have the legal right to obtain personal Documents and ESI from a director,
officer, or employee’s personal cell phone, personal email account, or personal social networking
sites; employee does not have the legal right to demand or remove data from his/her employer”
and “former directors, officers, and employee relationships where no legal right to demand data
exists.” Id. at 80-81.

258. Rule 34 and 45 Commentary, supra note 15, at 75.

259. Id. at 105-06.

260. Id.

261. Id. at 106.

262. Id. at 35.
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employees for refusing to surrender devices.?® It adds that the practical
ability test could compromise compliance with foreign privacy laws and
give “short shrift” to legally distinct corporate entities.?** Additionally,
The Sedona Conference shared that the practical ability test might force
parties to violate their employment contracts and compel document
production from current or former employees.?%> The Sedona Conference
acknowledges that the practical ability test may limit gamesmanship and
allows for judicial discretion.?®® But, despite any potential benefits, The
Sedona Conference has concluded that the practical ability test is
inherently vague and unevenly applied.?®’

X. PrRivACY CONCERNS ENTER THE FRAY

Various states in the United States, countries in the European Union
and around the world, and American courts have recognized that
individuals have a substantial privacy interest in their personal cell
phones and communications.?®® Some courts have questioned whether the
“practical ability” test adequately recognizes that the employment
relationship is not level, and some employees may feel compelled to
surrender their personal mobile devices when asked to do s0.2%° The same
observation could be made regarding the application of a “legal right”
standard based on company handbooks or BYOD policies, where no
bargaining was present and continued employment was conditioned on
the acknowledgment or signing of such policies.

Any reconceptualization of “control” also operates against a backdrop
of constitutional and statutory limits. Public-sector employers face Fourth
Amendment constraints on searches of employees’ personal devices, and
several states have enacted statutes that restrict employer access to
personal social media and electronic accounts. An expansive practical
ability regime that effectively compels employers to demand device-level
access risks colliding with these protections. An agency-anchored rule

263. See id. at 46-47 (“The Practical Ability Standard could arguably put employers in the
awkward position of asking for the personal documents and ESI of their employees (and former
employee) which may be deemed improper or ‘coercive.””).

264. Id. at 35.

265. Id. at41,45.

266. Id. at72.

267. Id. at75; see also Commentary on BYOD, supra note 98, at 532 (“consider the practical
implications of commanding employees to turn over devices . . . . [T]he organization should not

be required to use a threat of termination to force the employee to turn over the device. Such a
rule would impose too heavily on the relationship between employees and their employer.”).
268. See, e.g., Riley v. California, 573 U.S. 373, 394-98 (2014); In re Rule 45 Subpoena
issued to Nancy Lucas, No. 23-MC-00040, 2023 WL 4362822, at *2 (D. Minn. July 6, 2023 (cell
phones hold the privacies of life).
269. See, e.g., In re Pork Antitrust Lit., No. 18-cv-1776(JRT/HB), 2022 WL 972401, at *6
(D. Minn. Mar. 31, 2022).
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mitigates those conflicts by narrowing the circumstances under which
employers are expected to seek access and by encouraging courts to
channel most disputes over non-agent devices into the Rule 45
framework, where individualized objections can be heard and resolved.
As employers seek greater insight into and control over employees’
devices, employee privacy suffers. While novel technologies may ease
employers’ information security or eDiscovery difficulties, they expose
employees to invasive oversight and surveillance. For example, some
new systems allow companies to “observe any imaginable use of a
workplace computer.”?’° With these mechanisms, employers can record
which information is accessed, observe employees’ digital activities, and
capture employees’ screens.?’! As in the rest of society, the “explosion”
in technology and “rise of the internet, social media, and connected
devices” has changed the discovery system.?’> Meanwhile, “little
attention has been paid to privacy as opposed to time and expense” in

270. Andrew M. Jones, Employee Monitoring: An Overview of Technologies, Treatment, and
Best Practices, STATE BAR OF TEX., https://www.texasbar.com/AM/Template.cfm?Section=
articles& Template=/CM/HTMLDisplay.cfm&ContentID=48657  [https://perma.cc/SFWQ-HA
RF] (last visited Mar. 6, 2026); see also David P. Biros, The Challenges of New Information
Technology on Security, Privacy and Ethics, 2020 J. THE MIDWEST ASS’N FOR INFO. SYS. 2 (2020)
(arguing the greatest source of information security vulnerabilities and privacy infringement is
the internet of things (IoT) and wearables); see generally Madigan Wolford, Note, Is Your
Employer Watching You?: Invasive Employee Surveillance in the Modern Era, 26 N.C. J.L. &
TECH. 617 (2025) (discussing intrusive technologies that allow for companies to monitor
employees digitally and which raise privacy concerns); Rafi Bortnick, Note, Restoring
Reasonable Expectations to Privacy at Work in the Face of Modern Electronic Monitoring
Practices, 75 UCL. SF L.J. 1479 (2024) (discussing data collection in the workplace and arguing
for greater employee privacy protection); Lothar Determann & Robert Sprague, Intrusive
Monitoring: Employee Privacy Expectations are Reasonable in Europe, Destroyed in the United
States, 26 BERKELEY TECH. L.J. 979 (2011) (setting forth a comparative perspective on employer
monitoring and employee privacy between the United States and Europe); Isabela Possino, Note,
Employee Monitoring: As Technology Advances Yet the Electronic Communications Privacy Act
Stays in the Past, 26 SMU Scl. & TeEcH. L. REv. 135 (2023) (explaining the Electronic
Communications Privacy Act of 1986 and arguing it is outdated in light of modern employee
monitoring practices).

271. Jones, supra note 270.

272. Allyson Haynes Stuart, 4 Right to Privacy for Modern Discovery, 29 GEO. MASON L.
REV. 675, 676 (2022); see also Gordon v. T.G.R. Logistics, Inc., 321 F.R.D. 401, 403-04 (D.
Wyo. 2017) (noting intrusiveness of request for extensive social media information, and the
“substantial risk that the fear of humiliation and embarrassment will dissuade injured plaintiffs
from seeking recovery for legitimate damages or abandon legitimate claims”); Donald H. Nichols,
Window Peeping in the Workplace: A Look into Employee Privacy in a Technological Era, 27
WiLLIAM MITCHELL L. REv. 1587, 1588 (2001) (providing an outdated but apt illustration: “Most
employees who have computers at work often check their e-mail first thing in the morning, about
the same time they sort through their postal mail. In both cases, they likely assume that they are
the first, and only, person to be reading the contents.”).
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discovery.?’® Even as the Federal Rules were revised to account for ESI,
“they did not give specific attention to issues of privacy.”?’* That said,
courts have begun to recognize privacy as a factor in the proportionality
consideration of discovery.?’> Many courts, especially, recognize the
privacy concerns of third parties.?’® In the context of personal mobile
devices and ESI, courts “are reluctant to order litigants to submit their
cell phones to their opponent for . . . forensic examination absent
necessity.”?’” In settings where data is being sought from employees
residing internationally, the General Data Protection Regulation (GDPR)
applies to any processing of personal data carried out by or on behalf of
a controller (e.g., the employer), regardless of whether the data is stored
on company-owned or personal devices. The parameters of when and
how such data can be processed without violating the GDPR remain
unclear. For multinational firms, a presumption that all employee devices
are within a corporation’s “control” can force untenable choices between
violating foreign data-protection law and risking sanctions at home.
Limiting presumptive control to a discrete group of agents and relying on
case-specific analysis or Rule 45 mechanisms for others reduces the
frequency and breadth of such conflicts, even if it cannot eliminate them
altogether. Sometimes, foreign employers will insist upon seeking data
by way of the Hague Convention on the Taking of Evidence, rather than
compliance with the Federal Rules.?’® In the United States it has been
reported that twenty-eight states have enacted some form of restrictions
on the ability of employers to access employee social media and mobile
device contents.?”

These privacy concerns are not incidental. In an era when a single
device may hold banking information, health data, intimate
communications, and location history alongside work emails, any test for
“control” that routinely pushes employers to demand device-level access

273. Stuart, supra note 272, at 677. While “There has long been the idea” of privacy from
government intrusion, “there is no such concept in civil discovery.” Id.; ¢f- Matthew T. Bodie,
The Law of Employee Data: Privacy, Property, Governance, 97 IND. L.J. 707, 754 (2022) (“The
existing patchwork of privacy laws provides at best uncertain relief . . . . The law has encased
employer power over employee data.”).

274. Stuart, supra note 272, at 705.

275. Id.; see generally Robert D. Keeling & Ray Mangum, The Burden of Privacy in
Discovery, 105 JUDICATURE 66 (2021) (arguing that privacy can be part of proportionality analysis
for discovery).

276. Stuart, supra note 272, at 701.

277. Id. at 706-07.

278. See, e.g., Société Nationale Industrielle Aérospatiale v. United States Dist. Court for S.
Dist. of Iowa, 482 U.S. 522, 540 (1987).

279. See Douglas M. Oldham, The State of Employment Law - 28 States Limit Employer
Access to Private Social Media Accounts, NAT’L L. REv. (Oct. 16, 2025),
https://natlawreview.com/article/state-employment-law-28-states-limit-employer-access-private-
social-media-accounts [https://perma.cc/3CUW-KQZN].
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risks sweeping far beyond what proportionality can justify. The question
is not whether courts care about privacy—they increasingly do—but
whether the prevailing tests give them usable tools to calibrate discovery
obligations in light of these interests.

XI. AGENCY PRINCIPLES: A WAY FORWARD

None of the existing possession, custody, or control tests balance the
important interests just right. This author agrees with the Sedona
Conference, in part, wherein it properly acknowledges that the various
prevailing tests have resulted in inconsistent application, uncertainty, and
inequitable or even futile results.

The current tests invite confusion from the start of the discovery
spectrum. Corporations must place a litigation hold on relevant data that
it knows or reasonably should know will be relevant. Without a clearer
standard, companies are left to speculate as to whether their identification
and preservation efforts have been sufficient. Likewise, requesting
parties are left to guess whether to issue Rule 45 subpoenas or Rule 34
requests for production. In the interim, relevant and unique data could be
lost because of the passage of time, replacement of devices, or deletion
settings.

Secondly, examination of policies and contracts for the establishment
of the legal right standard invites clever drafting (either to mollify
employee concerns of privacy invasion®® or outright abuse). An
agency-anchored standard offers one way to internalize privacy costs. By
limiting presumptive control to a defined subset of agents and directing
parties toward Rule 45 for other employees, it reduces the universe of
individuals whose personal devices may be drawn into party-to-party
discovery while still preserving a path to obtain critical information
where truly necessary. Courts retain tools—protective orders, tailoring of
search protocols, and cost-shifting—to further mitigate privacy intrusions
even within the presumptive category.

Third, the burden of establishing control is on the requesting party.
Often, a requesting party is not in possession of enough information to
establish this showing. Rather than effectively encouraging litigation
disputes on the issue of control, courts should adopt a new presumptive
test based on principles of agency law. Under it, employers would control
relevant data on the personal mobile devices of company officers,

281

280. See, e.g., In re Pork Antitrust Litig., No. 18-CV-1776 (JRT/HB), 2022 WL 972401, at
*5 (D. Minn. Mar. 31, 2022); Allergan, Inc. v. Revance Therapeutics, Inc., No. 3:23-CV-00431,
2025 WL 984792, at *1 (M.D. Tenn. Mar. 17, 2025), report and recommendation adopted, No.
3:23-CV-00431, 2025 WL 1020485 (M.D. Tenn. Apr. 4, 2025).

281. See, e.g., Mamani v. De Lozada Sanchez Bustamante, No. 07-22459-CIV, 2017 WL
3456327, at *2 (S.D. Fla. Aug. 11, 2017) (“Defendants bear the burden of establishing that the
documents are under [a party’s] possession, custody, or control.”).
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directors, supervisors, and managers, and relevant data would be subject
to preservation and potentially production.?®? This also comports with
requirements of Rule 34 requests sent to a corporate party and Rule
30(b)(6) notices sent to a corporate representative. Under those rules a
party cannot simply respond based on personal, immediate knowledge,
but is under an affirmative duty to seek information reasonably available
to it.2#> Under the agency test, non-managerial employees’ personal
mobile devices would not be subject to preservation and production
obligations under Rule 34. Requesting parties would need to issue Rule
45 subpoenas for them. That allocation is not costless; Rule 45 subpoenas
impose additional burdens on individual plaintiffs and can be
prohibitively expensive in small-value cases. To the extent those burdens
fall disproportionately on low-income plaintiffs, courts should use
existing tools—such as staged discovery, targeted subpoenas, and
fee-shifting—to ensure the agency-anchored standard does not become a
de facto bar to proving claims. The agency test would appropriately
balance modern realities, legal principles, trial efficiency, data
preservation, and employee privacy.

Rejecting the practical ability test would also recognize that ordering
a party to produce documents from regular employees or former
employees could prove futile, as there is no enforceable means of
obtaining them.?®*

While a formal agency test for control would be somewhat novel, the
law underlying it would not be. Rather, agency law is well established,
and courts have consistently invoked its principles across vast areas of
the law. At bottom, an agent is one who acts on behalf of a principal and

282. Some courts have already applied this test. “If a party has the right, and the ready ability,
to obtain copies of documents gathered or created by its agents pursuant to work done for the
party, such documents are clearly within the [party's] control.” McAllister-Lewis v. Goodyear
Dunlop Tires N. Am., Ltd., No. 4:14-CV-04103-LLP, 2015 WL 5794697, at *4 (D.S.D. Oct. 1,
2015); Waymo LLC v. Uber Techs., Inc., No. 17-CV-00939-WHA(JSC), 2017 WL 2972806, at
*2 (N.D. Cal. July 12, 2017) (“The cases Otto Trucking does cite are all inapposite; none involve
a corporation refusing to produce documents involving corporation business in the possession,
custody or control of the corporation’s officers. To accept Otto Trucking’s argument would mean
that it could not compel its current officers to produce Otto Trucking’s own trade secrets to Otto
Trucking merely because the officers conducted Otto Trucking business with their personal email
accounts. Nonsense. Otto Trucking must produce responsive documents in the custody, control
or possession of its officers and agents.”); NDN Collective v. Retsel Corp., No. 5:22-CV-05027-
LLP, 2024 WL 3401052, at *7 (D.S.D. July 12, 2024) (applying an agency test without
acknowledging the term agent—“Defendants have the legal right to obtain from its board
members documents regarding Defendants’ business.”).

283. See, e.g., Hayse v. City of Melvindale, No. CV 17-13294, 2018 WL 3655138, at *6
(E.D. Mich. Aug. 2, 2018).

284. See In re Citric Acid Litig., 191 F.3d 1090, 1108 (9th Cir. 1999) (but also including
supervisor’s cell phone as not within the company’s control).
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is subject to the principal’s control.?®> The principal-agent relationship is
mutual and bidirectional, as the agent is a representative of the principal
with power to act on its behalf, while the principal may control the agent’s
actions.?% In Proofpoint, Inc. v. Vade Secure, Inc.,*¥" the court found that
a company had control over the laptop of the Chief Technology Officer,
who was the employer’s agent.”®® Considering whether to impose
sanctions for spoliation on the company, the court rejected the employer’s
argument that it lacked control over the personal laptop from which the
employee had deleted data.?®® The court found “this distinction—between
Vade, the employer, and Lemari¢, Vade’s Chief Technology Officer, to
be immaterial in the present context.”?*® The court stated, “Contrary to
Vade’s self-serving contentions that it had no control over its own source
code simply because it was reposed on the personal computers of its own
agent,” it did not “believe the suggestion that Vade was unable to direct
its agent.””! If the employer could not direct its agent, “then any
employer or principal in any case could always avoid producing” any
evidence “by simply asking an employee or agent to hold it for them until
after the discovery cut-off date.”®? As the court acknowledged in

285. RESTATEMENT (THIRD) OF AGENCY § 1.01 (2006).

286. Id. at § 1.01(c); see also Deborah A. DeMott, The Contours and Composition of Agency
Doctrine: Perspectives from History and Theory on Inherent Agency Power, 2014 U.ILL. L. REvV.
1813, 1833 (2014) (An agent effectuates a “legally-salient extension of a principal’s
personality.”).

287. No. 19-CV-04238,2021 WL 11108111 (N.D. Cal. June 1, 2021).

288. Id. at *5; see also DR Distribs., LLC v. 21 Century Smoking, Inc., 513 F. Supp. 3d 839,
893 (N.D. IIl. 2021) (“At the very least, Edmiston was a volunteer agent for Defendants. So,
Edmiston’s documents [we]re in the possession, custody, or control of Defendants.”) (citation
omitted); Allen v. Woodford, No. CV-F-05-1104 OWW LJO, 2007 WL 309945, at *2 (E.D. Cal.
Jan. 30, 2007) (““Control’ may be established by the existence of a principal—agent relationship.”);
Shim-Larkin v. City of New York, 16-CV-6099 (AIN)(KNF), 2019 WL 5198792, at *10
(S.D.N.Y. Sep. 16, 2019) (“[T]he defendant, as Kravitz’s employer, had control over the contents
of Kravitz’s text messages . . . that Kravitz stored on his personal cellular telephone and which
are pertinent to this action.”).

289. Proofpoint,2021 WL 11108111, at *5.

290. Id. Under Texas law, there is a designation of “vice principal.” It encompasses:

(a) corporate officers; (b) those who have authority to employ, direct, and discharge servants of
the master; (c) those engaged in the performance of nondelegable or absolute duties of the master;
and (d) those to whom the master has confided the management of the whole or a department or
a division of the business. Mobil Oil Corp. v. Ellender, 968 S.W.2d 917, 922 (Tex. 1998).

291. Proofpoint,2021 WL 11108111, at *5 (emphasis in original).

292. Id.; cf. Schnatter v. Papa John’s Int’l, Inc., No. 2018-0542-AGB, 2019 WL 194634, at
*16 (Del. Ch. Jan. 15, 2019), abrogated on other grounds by Tiger v. Boast Apparel, Inc., 214
A.3d 933 (Del. 2019) (“The reality of today’s world is that people communicate in many more
ways than ever before . . . . In my view . . . if the custodians identified here—the Company’s other
directors, CEO, and General Counsel—used personal accounts and devices to communicate . . .
they should expect to provide that information to the Company.”).
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McBryar v. International Union,?> “every organization . . . can operate

only through the actions of its officers and agents;” therefore, “it can
possess, control, or have custody of documents and things only if its
officers and agents possess, control, or have custody of them.” 2%*

The choice to focus on officers, directors, and managers is not
arbitrary. As cases like Proofpoint and McBryar illustrate, courts already
rely on agency concepts to attribute knowledge and conduct of high-level
actors to the organization for purposes of sanctions and liability. Those
actors are entrusted with discretionary authority to bind the firm and
routinely act as its voice in internal and external communications; their
devices are more likely to contain uniquely probative work-related ESI
that cannot practically be replicated elsewhere. By contrast, rank-and-file
employees may possess relevant information, but their communications
are less systematically tied to corporate decision-making and more likely
to be duplicative of other sources.

Of course, titles do not perfectly track authority. Any workable rule
must leave room for courts to look past nominal labels and consider
whether a given employee actually exercises supervisory or
decision-making functions that justify treating their device as within the
firm’s control. The agency-anchored test therefore operates as a
presumption tied to function, not a rigid taxonomy of job descriptions.

CONCLUSION

The meaning of “possession, custody, or control” has become
increasingly unstable as technology outpaces the assumptions that
underwrote the 1938 Rules. This Article has argued that the prevailing
legal right and practical ability tests are ill-suited to the hybrid,
privacy-sensitive world of employee-owned mobile devices, and that an
agency-anchored conception of control offers a more coherent and
administrable starting point. Whether implemented through formal
amendment of Rules 34 and 45, through Advisory Committee guidance,
or through gradual doctrinal convergence, moving toward such a standard
would advance the Rules’ core goals of fairness, predictability, and
proportionality in discovery.

The agency test, according to which employers have control over the
personal devices of company officers, directors, managers, and
supervisors who act as the corporation’s agents, may provide a way

293. McBryar v. Int’l Union of Auto. Aerospace & Agric. Implement Workers, 160 F.R.D.
691 (S.D. Ind. 1993).

294. Id. at 695; cf- Riddell Sports, Inc. v. Brooks, 158 F.R.D. 555, 558 (S.D.N.Y. Nov. 8,
1994) (“‘[A]n individual party to a lawsuit can be compelled to produce relevant information . . .
relating to a non-party corporation of which it is an officer . . . .” This case presents the mirror-
image issue.”).
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forward to achieving an appropriate balance.?®> The proposed approach
lessens the rigidity and under-inclusivity of the legal right test and the
malleability and over-intrusiveness of the practical ability test. It is time
for a uniform national standard.

295. The author concedes that an agency test may not resolve all disputes. Controversy has
always existed as to whether some employees were managers, supervisors, or “rank and file”
workers. Job titles and structures vary widely. It can also be asked why do first-line supervisors
fall on the “control” side but highly autonomous non-managerial specialists (e.g., lead engineers)
do not? Further, whether a corporation can be required to acquire data in the possession of a
Software as a Service (SaaS) vendor remains unaddressed by this agency test. See Brown v.
Tellermate Holdings Ltd., No. 2:11-CV-1122, 2014 WL 2987051, at *4 (S.D. Ohio July 1, 2014),
adopted as modified, No. 2:11-CV-1122, 2015 WL 4742686 (S.D. Ohio Aug. 11, 2015)
(salesforce.com information).
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